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EJIEKTPOHIKA, EJJEKTPOHHI KOMYHIKAIIII,
IMNPUJIAJOBYAYBAHHS TA PAJIOTEXHIKA

YK 004.4:6 DOI:10.15330/itee.2025.3.01
L. T. KOI'VT, ook. mexu. nayk, H. B. IIKBAPOK, T. I. KOMAPHUIIIHH

A ®POBUN MEJAYHNUN ®OHEHJOCKOII 3 AJITOPUTMAMM OGPOBKH TA
AHAJII3Y BIOAKYCTHYHUX CUI'HAJIIB

Beryn

CeprieBO-Cy/IMHHI Ta PECHipaTOpHI 3aXBOPIOBAHHS 3AHMINAIOTHCSA IMPOBIIHUMHU MPUIUHAMU
CMEpPTHOCTI, IO 3YMOBJIOE HEOOXIIHICTh MiABUIICHHA €(QEKTUBHOCTI PaHHBOI J1arHOCTUKHU.
Tpamuuiiina ayckynbrailisi, He3BaXKalOYM Ha IIMPOKE 3aCTOCYBAaHHS, XapaKTEPU3YETHCS
CyO0’€KTHBHICTIO OI[IHIOBaHHS Ta BIJICYTHICTIO MOJIHMBOCTI 00 €KTUBHOTO JOKYMEHTYBaHHS
pesynbtatiB [1-3]. V koHTekcTi po3BuTKy e-Health Ta TenemenuuuHu akTyaJlbHUM € CTBOPEHHS
JOCTyMHUX [HMQPOBUX pilleHb A 0o0poOku, Bi3yamizalii Ta JUCTAaHLIWHOT mepenayi
0i0oaKycTHYHHX CcHUTHamiB. ToMmy po3poOka amapaTHO-IPOTPAMHOTO KOMIUIEKCY IU(PPOBOTO
MEIUYHOr0 (POHEHOCKONIa, CYMICHOTO 3 TeJIeMEIUYHUMHU CHUCTEMaMH, € BaKJIMBUM HayKOBO-
TEXHIYHUM 3aBJIaHHSIM Cy4acHOI 010MeqUYHOI iHXKEeHepii.

ApXiTeKTypa Ta anapaTHa CTPYKTypa CHCTeMH

CydacHi  TeHJEHIII pO3BUTKY MEIAMYHOI TEXHIKM  XapaKTepU3yIOTbCS  AKTUBHOIO
uGpoBi3alliel0 AIarHOCTUYHUX 3aco0iB. TpaauuiiHui akyCTHUHMH (POHEHIOCKOIN MOCTYIOBO
TpaHcQopMyeTbes y IU(DPOBY CUCTEMY peecTpallii, 00poOkH Ta aHali3y 010aKyCTHUYHHUX CUTHAIIB.
OCHOBHOIO IEPEBArol0 TAKOTI'O MIIXOAY € MOMIJIMBICTh 00 €KTHBI3allli pe3ysbTaTiB aycKyJbTallii,
apxiByBaHHSl JaHUX, MPOBEIEHHS CIIEKTPAIHFHOTO aHalli3y Ta aBTOMAaTH30BAaHOTO BUSBJICHHS
NaTOJOTTYHUX 3MiH.

BioaKyCTHYHI CHTHAIM CEpIsl i JIereHb MaloTh CKJIAJHy YacOBY Ta YacTOTHY CTPYKTypy. Ix
napaMeTpu 3MIHIOIOTbCS 3al€KHO BiA (i310JI0NYHOTO CTaHy IHalli€HTa, HasBHOCTI MATOJOTMH,
BIKOBHX OCOOJHMBOCTEH Ta yMOB peectparlii [4]. 3acTocyBaHHs IUGPOBUX AJTOPUTMIB JO3BOJISIE
MIIBUIIMTA 1HPOPMATUBHICT JOCHIDKEHHS IIIAXOM (imbTpamii mrymiB, MiACHIEHHS KOPHCHOTO
CHTHAITy Ta aBTOMAaTUYHOTO BU3HAUEHHS XapaKTEPHUX O3HAK

[udposuit MenuuHUI POHEHIOCKON € IHTEIPOBAHOIO ANapaTHO-NPOrPAMHOI0 CUCTEMOIO, 110
CKJIAJJA€ThCSl 3 aKyCTHYHOTO CEHCOpa, IiJICHIIIOBaYa, aHAJIOTro-MU(POBOTO TEpEeTBOPIOBAYA,
MIKPOKOHTPOJIEPHOTO OJI0KY 00pOOKH, MOJYJIs Tepeadi JaHUX Ta MPOrpaMHOTo 3a0e3MneyeH s 1is
Bi3yasizauii i aHali3y CUTHAJIB.

AKYCTUYHHMI  CEHCOp  pealli3yeTbcsi Ha  OCHOBI  €JIEKTPeTHOro  MikpodoHa  abo
I’ €30€JIEKTPUYHOTO TIepEeTBOpIOBayda, KU 3abe3rneuye MepeTBOPEHHS MEXaHIYHUX KOJUBaHb Y
enekTpuuHuii curnan. Ilomepeaniit miacmmoBay QopMmye HEOOXiTHMM pIBEHb aMIUTITYJH Ta
MIHIMI3y€ BIUIMB €JICKTPOMArHITHUX 3aBajJl. AHAJIOTO-IIU(PPOBUI TIEPETBOPIOBAY  3/IIHCHIOE
JMCKPETH3AIlI0 CUTHAJTY 3 YaCTOTOI0, IOCTATHBOIO JUIsl KOPEKTHOTO BiITBOPEHHS CIIEKTPa CEPIIEBUX
Ta JIETEHEBUX IIYMiB. 3arajibHy cCXeMmy IpOJIEMOHCTPOBAHO Ha puc. 1.

MikpokoHTposnep abo BOYJOBaHU MpoIecOp BUKOHYE HU(PPOBY 0OPOOKY CHTHAIIIB y PEXHMI
peasibHOrO wyacy. /Jlns 3abe3meueHHs MOOUIBHOCTI MPHUCTPOI0 BUKOPHUCTOBYIOTHCS OE€31pOTOBI
iHTepdeiicu mnepedauyi JaHUX, IO JIO3BOJIIIOTH IHTETPYyBaTH CHUCTEMY 3 IE€PCOHAIBHUMHU
KOMIT FOTE€paMH, MOOITbHUMH TPUCTPOSIMH Ta MEIUYHUMHU 1HQOpMaiMHUMHU TUIaTGOopMaMu

(puc. 2) [5].

ISSN 3083-7618 Information Technologies and Engineering Electronics No. 3 (2025) 7
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Puc. 1. CtpykrypHa cxema udpoBoro poHEHIOCKOIa

Bluetooth
GY'037> <HC-06>
=

(_J

Arduino Nano
(ATmega328p)

Puc. 2. dyHkuioHampHa cXxeMa B3aEMOJIT alapaTHUX MOJYIIIB

XapakrepucTuka 010aKyCTHYHHX CHTHAJIIB

CepueBi ToHH (HOPMYIOTHCS BHACHIIOK 3aKPHUTTS KJIAMaHiB i TypOyJIEHTHOTO pyXy KpoBi. Bonn
MaloTh MEPEeBaKHO HU3bKOYACTOTHUI CHEKTp 13 4iTKOK mepioauyHicTio. [latomoriyni mrymu
BiJJ3HAYAIOTHCS IIUPIINM YaCTOTHUM J11alla30HOM 1 HEPETYIISIPHICTIO aMILTITYy THUX XapaKTePUCTHUK.

JlereHeBi 3BYKH XapaKTE€pPHU3YIOTHCS CKJIAJHOIO CHEKTPaIbHOK CTPYKTYPOIO, IO 3MIHIOETHCS
3aJIeKHO Bi da3w IUXAIBHOTO IHMKIY. BOHM MOXYTh MICTHTH SIK Oe3MepepBHI IIyMOBI
KOMIIOHEHTH, TaK i KOPOTKOYACHI IMITYJIbCHI CHTHANH (pHUC. 3, pHc. 4).

Puc. 3. TIpukian yacoBoi popMH CepLIEBOTO CUTHATY

8 ISSN 3083-7618 Information Technologies and Engineering Electronics No. 3 (2025)
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Puc. 4. Criektporpama JIereHeBoro CUrHaisy

Amnaniz yacoBoi (opMu CcHTHay J103BOJISiE BHM3HAYUTH TPUBANICTh, AaMIUNITYQy Ta
MepionYHICTh TOHIB [6, 7]. CnekTpaabHUN aHaNi3 Ja€ 3MOTY AOCTIIUTH PO3MOJIT €Heprii 3a
4acTOTaMH Ta BUSBUTH XapaKTEpHI MIKOBI KOMIIOHEHTH. BaXIMBUM € BpaxyBaHHS BIUIHBY
30BHINIHIX ITyMiB, PYXOBUX apTe(aKTiB i KOHTAKTHUX MEPEITKO/I.

AaroputMu uuppoBoi 06podku

[{udpoBa 06poOKka CUTHAIIIB BKIIOYAE MONEPEAHIO (PinbTpalliro, HOpMali3allito, CEerMEHTAIIIF0
Ta BHIUICHHS iH(QOpMaTHMBHHX O3HaK. Ha mepmomy ertari 3acTOCOBYIOTHCS CMYTOBi HU(POBi
GUIBTpH T YCYHEHHS HHU3bKOYACTOTHMX 1 BHCOKOYACTOTHUX 3aBail. Jlami BHKOHY€EThCS
MacmTaOyBaHHS aMIUTITYI¥ Ta YCYHEHHS MOCTIHHOT CKJIaI0BOI.

CerMeHTallis J03BOJISE BUILIUTH OKpPEMi ceplieBi IUKIM abo auxanbHi ¢asu. [licis mporo
3MIIACHIOETHCS aHAJlI3 EHEPreTUYHUX XapaKTEPUCTUK 1 (GOpMyBaHHS CIIEKTPAJbHHUX MPEACTABICHb.
OTtpumMaHi napamMeTpy BUKOPUCTOBYIOTHCS JIIs MOAAIBIIOT Kiacu(iKallii cTaHy MaiieHTa.

3acTocyBaHHS ~METOAIB MAIIMHHOTO HAaBYaHHS JO3BOJIIE ABTOMATH3YBAaTH IPOIIEC
iHTepnperamnii. Mojaenps kiacudikalii HAaBYAETHCS HA PO3MIYCHMX HaOOpax JaHMX 1 3/1aTHA
BU3HAYATH XapaKTEPHI 03HAKH MMATOJOTIYHUX CTaHIB.

IIporpamue 3a0e3neyenHs Ta intepgeiic

[Tporpamua yacTuHa cucteMu 3abe3nedye BiTOOpaKeHHs 4acoBUX IpadikiB, CHEKTpOrpaM Ta
y3araJlbHeHUX J1arHOCTUYHMX MOKa3HUKIB. [HTepdelic KopucTyBaya MOBMHEH OyTH IHTYITHMBHO
3pO3yMiIUM i 3a0e3medyBaTh IBUIKUIA JOCTYI JI0 apXiBy JOCIIIKEHb (puUc. 5)

Dashboard Find a doctor

MNearest appointments May 2024
B o o oo (EENED

L] 7 8 ® W N 2

131 18 8 17 18 W

Motifications

Sikipped appointment with Dr. Dave Hintz

Successtul payment

My Dactors

Successtul payment
% oroaverinu

Puc. 5. IIpuknan inTepdeiicy nporpamHoro 3abe3nedeHHs

30epexeHHsl JaHUX Yy CTPYKTypoBaHii 0a3i 103Bosise (QOpMyBaTH €IEKTPOHHY 1CTOPIIO
croctepexxenb [8]. [aTerpamiss 3 XMapHUMHU cepBicaMH 3a0e3medye MOKIIUBICTh JUCTAHIIHHOTO
aHaII3y Ta TeJIEMEJINYHOT0 KOHCYIbTyBaHHs (pHuC. 6).
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Puc. 6. Haxcunanus 3ByKy Ta 3ByKOBOT XBHJII Ialli€HTa

KuainiuHe Ta oCBiTHE 3HAYECHHSA

[udpoBuii QoHEHIOCKON MIABUILYE OO’ €KTHUBHICTh ayCKyJbTallii Ta MiHIMI3y€ BILIUB
aroncekoro ¢akropy [9, 10]. BiH Moke BHKOPHCTOBYBATHCS Yy BIJJQJICHHX pErioHaX s
JTUCTAHIIMHOT TIepe1ayl JaHUX CreriaxicTam.

BucnoBku

OTpumaHi pe3ynbTaTH J03BOJIAIOTH 3pOOMTH HACTYNHI BUCHOBKU: LUGPOBUI MeAWYHUN
(OHEHIOCKON 3 aNropuUTMaMu OOpOOKHM Ta aHali3y O010aKyCTMUHUX CHUTHAIIB € MEpPCIEeKTUBHUM
IHCTPDyMEHTOM  Cy4acHOi JIarHOCTUKHM. BukopuctanHs 1upoBUX MeToAIB  (inpTparii,
CHEKTPAJIbHOTO aHalli3y Ta aBTOMAaTHU30BaHOI KiacuQiKallii CTBOPIOE MEPEIyMOBU JUIsl PAHHBOTO
BUSIBJICHHS TMaTOJIOTIM Ta PpO3BUTKY TeleMeOUIMHU. KoMIIeKCHHM MiJIXil OO0 NPO€EKTYyBaHHS
amapaTHOi Ta MPOrpaMHOI YacTWH 3abe3nedye BUCOKY (YHKIIOHAJIBHICTh, MAacIITa0OBaHICTH 1
NPAaKTUYHY LIHHICTh CUCTEMH.
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B. M. [IIBHEHKO

METO/JU KEPYBAHHS1 CUJIOBUMU EJIEKTPOHHUMHA
INEPETBOPIOBAYAMMU CTAHIIN HIBUAKOI'O 3APAKAHHSA
EJEKTPOMOBLIIB 3 HAKOITUYYBAYAMU EHEPIIi

Beryn

P03BUTOK €71eKTPOMOOITBHOCTI € OTHUM 3 HAWBAXKIIMBIIIMX HAMIPSIMKIB Cy4acHOTO TPAHCIOPTY,
CIPSMOBAaHUM Ha 3MCHINEHHS 3aJICKHOCTI BiJ TPaAMIIIHHUX BHUIIB MaJMBa, TaKUX SK OCH3WH 1
Iu3eNlb, Ta 3HAayHE CKOPOYEHHS BUKUIIB BYIJIEKHCIOrO Tra3dy B arMmocdepy. 3a JaHUMHU
Mixnapoanoro eHepreruyHoro areHTcTBa (IEA), KiTbKICTh €IeKTpOMOOLUIIB y CBITI NEepeBUIITUIA
10 minbitoniB y 2020 pori, i ouikyeTscs, mo a0 2030 poky ix gucio 3pocte 10 145 MinbiioHiB,
SKILO KpaiHU AOTPUMYBATUMYThHCS aMOITHUX KIIMAaTWYHMX Lijei. CTaHLii IBUIKOTO 3apsKaHHS
enektpomobiniB (EV FCS) e kpuTuuHuMm enemMeHTOM Iii€i iHPPACTPYKTYpH, OCKIIBKH BOHHU
JI03BOJISIFOTh II0JI0JIaTH OCHOBHI Oap’epu, MOB’s3aHI 3 OOMEXEHOK aBTOHOMHICTIO TPAaHCIIOPTHUX
3aco0iB Ta TpUBaJIMM 4YacoM 3apsypkaHHs. be3 edexrtuBaux FCS mepexin A0 enekTpoTpaHcHopTy
MOJK€E CITOBUIBHUTHCS, 0COOIMBO B perioHax 3 HEIOCTaTHbO PO3BUHEHOIO MEPEXKEIO.

Iarerpamist wakommuyBawiB  eHeprii (ESS), Takux sk miTiii-ioHHi  Oarapei  abo
cynepkonaeHncaropu, y crpykrypy EV FCS Hamae wMoxuuBicTh CcTaOlLTi3yBaTH  MiKOBI
HAaBaHTAXXCHHS Ha EIIEKTPOMEpEeKy, IHTEerpyBaTh BigHOBIIOBaHI mkepena eHeprii (BIE),
HAMPUKIIAJ], COHAYHI MaHeNl Yd BITPOBI TypOiHH, Ta ONTUMI3yBaTH OIEpAlliiiHI BUTPATH 32 PaXyHOK
30epiraHHs HAUIMIIKOBOI €HEPrii B MEepion HU3BKOTO MonuTy. L{e 0co0nMmMBO akTyanbHO IS KpaiH
3 HECTaOUIbHMMHM MeEpekaMH, SK YKpaiHa, /e 4acTi mepeboi B MOCTadaHHI €JIEKTpOEHEeprii Ta
oOMeKeHa MOTYKHICTh TpaHCPOPMATOPHUX MiJICTAHIIIN MOXYTh yCKJIagHIOBaTH po3ropranns FCS.
Hanpuknan, y ciibChKUX paifoHax abo Ha aBTOMAricTpalsix, Jie HOTYKHICTh MEpPEXi He NMEePEBUIILYE
50-100 BT, interpartis ESS mo3Bossie 3a0e3neun Ty IIBUIAKE 3apsKaHHs MOTYXHicTIO 10 150-350
KBT 6e3 pu3nky nepeBaHTaXeHHS.

Opnnak edekTHBHE KEpyBaHHsS CHJIOBUMH eleKTpoHHUMH neperBoptoBadamu (PEC), sxi e
ocHoBoro FCS, cranoButs 3Haunumii Bukiuk. PEC Bxmowarots AC-DC  Bunpsmisui ans
nepeTBopeHHs MepexkeBoro crpyMmy ta DC-DC xoHBepTepu aiis ajanTaiii Harpyru 1o norped EV
ta ESS. BuMoru 10 HUX BKIIIOYAIOTh BUCOKY MOTYXKHICTH (Bix 50 kBT 1 Buile), eheKTUBHICTH MOHA/
95%, naniiiHicTh y mmMpokoMy aiana3oni temmeparyp (-30°C po +50°C), cyMicHICTh 3 PI3HUMU
cranfaptamu 3apsapkadHs (CHAdeMO, CCS, GB/T) Ta MiHIManbHUNA BIUTUB HA MEPEXKY, TaKUH K
TapMOHIIHI CIIOTBOPEHHS 4YM peaKkTUBHA MOTYXHICThb. [Ipobnema mossrae B po3poOli METOIIB
KepyBaHHS, sKi 3a0e3meuyroTh IBHAKE 3apsmpkaHHA (10 80% 3a 20-30 XBWIMH), MIHIMI3YIOTh
€HepreTUYH1 BTpaTH (Yepe3 KOMYTAIIiI0 Ta TeIJIOB1 €(heKTH) Ta MATPUMYIOTh CTa0IBHICTh CHCTEMHU
B YMOBaxX JMHAMIYHUX 3MiH HaBaHTaxeHHs, ¢uykTyaniit BJIE Ta moxinBux 3001B y Mepexi.

[ls mpobGiiema TiCHO TOB’s3aHa 3 TJIOOATBHUMH HAyKOBUMH Ta TPAKTHYHUMH 3a7adyaMH,
TaKUMH K JocsirHeHHs minei Opranizanii O6’eqnanux Hariit mono cranoro po3sutky (SDG 7 —
noctynHa Ta uncta enepris, SDG 13 — 6opoTb0a 31 3MiHOI0 KiiMmary). Ha HamioHanbHOMY piBHI B
VYkpaiHi 11e BiJIOBIJIa€ CTpATETisAM PO3BUTKY 3€JE€HOI €HEepreTHKH, BU3HaueHUM y HarionanbHil
TpaHcnopTHik crpaterii 10 2030 poky ta Enepreruuniii crparterii Ykpainu no 2050 poky, siki
nepeadavyaroTh 3pOCTaHHA YacTKH elekTpoTpancnopTy a0 20-30% ta interpauito BJIE no 25% y
eHeprodaanci. KpiMm Toro, mpakTuyHa 3HAYUMICTh MOJSATAE B EKOHOMIYHUX aCMEKTax: 3MEHIIECHHS
HaBaHTAXEHHA Ha MEpEeXy 3HIKYye BUTpAaTH Ha MOJIEpHI3alil0 1HPPACTPYKTYpH, OLIHEHI B
MUIbSIPJIM TPUBEHB, Ta CIIPHUSIE PO3BUTKY JIOKAIBbHOI IpomMucioBocti 3 BupooHunrsa PEC ta ESS.
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AHaJIi3 0CTAHHIX T0CTiIKeHb Ta MyOJaiKkaniii, BUJiJIeHHs] HEeBUPilIeHUX paHille YacTHH
3arajibHOI Npo0JieMH y AaHiil cTaTTi

OcranHi gocnimxkeHHs B rany3i kepyBanHs PEC mist EV FCS 3 ESS aknenryrortp yBary Ha
BJJOCKOHAJICHHI TOMOJIOTIA Ta airopuTMiB Ui NiABMINEHHA €(EeKTUBHOCTI Ta IiHTerpamii 3
Mepexero. Hanpukian, y po6orti [1] 3anpononoBano ridopuanuit niaxin ains PEC 3 ESS Ta BJIE, ne
3actocoByeTbcst ontumizarop FHO-GBDT s aganTtuBHOrO KepyBaHHS MOTYKHICTIO, IO
N03BOJIsiE OajaHCyBaTH HABaHTa)XEHHS Ta 3MEHINYBaTH IIKOBI BUMOTH 10 Mepexi Ha 20-30%.
ABtopu [2] mneranpHO anamizytoth Tonojorii AC-DC ta DC-DC neperBoproBayiB Jisl IIBUAKOTO
3apsJKaHHS, TTIKPECTIOYH poJib MponopuiiHo-inTerpabaux (PI) koHTponepiB mis crabimizarii
CTpyMy Ta HaIlpyrH, a Takox inrepdeiic as BJIE, mo 3abe3neuye nBoHanpaBieHUi MOTIK €HEprii.
VY [3] posrismaerbes auzaitn PEC g DC FCS 3 nokansHuUM 30epiraHHsM, 3 (OKycoM Ha
JIBOHAIMIPABJICHUX KOHBEpPTEpax, SKi JIO3BOJSIIOTH HE TUIBKU 3apsmkatu EV, ane it moBepratu
e”eprito B Mepexy (V2QG), niABUIILYIOYH THYUKICTh CUCTEMH.

[ami  gocmimpkeHHs [4] HamaoTh BCEOIYHME OIS TOMOJOTIH Ta METOMIB KepyBaHHS,
BKJIIOUAIOYU IIUPOTHO-IMITYyJIbcHY Moayisnito (PWM) mis 6a30Boro KOHTPONIO Ta MOJENbHE
nepenbauyBanbHe kepyBanHs (MPC) s muHaMiuHUX pEXHMMIB, IO TMOKPAILY€e BIATYK Ha 3MiHU
HaBaHTaxeHHs. Y [5] omucano PEC mns FCS 3 MoxmuBicTio 30epiranHsi, ¢ BUKOPUCTOBYETHCS
nependadyBaIbHE KEPYBAHHS CTPYMOM JUIsSl MiHIMI3alii MyJbcaliii Ta MiABUINCHHS ¢(QEeKTUBHOCTI
1o 97%. Jocnimxenns [6] ornisgae ynpTpaluBUAKe 3apspkanHs 3 aHamizom PEC, craliapHOCTI
MepeXi Ta ONTUMAIBHOTO KEepyBaHHs OaTapesiMH, TOPIBHIOIOYM CTpaTerii KOHTPOJNO, TaKi SIK
CeJIeKTHBHA KOMIIEHCAIlisl rapMoHiK Ta (indopsapa Hanmpyru mepexi. AJIrOpUTM KepyBaHHS s
FCS 3 maxoBukosumu ESS 3anpornonoBano B [7], ae cucrema QpyHkuionye 6e3 mudpoBoro 3B s3Ky
MIDX MepeTBOPIOBaUYaMu, 3a0€3MeUyI0Yd MPOCTOTY Ta HAIIHHICTb.

VY [8] migkpecmoerbes poib PEC y kouBepcii AC-DC ajis BHCOKOBOJIBTHOTO 3apsi/PKaHHS, 3
aKIIEHTOM Ha Kopekiito koedimienta notyxkHocti (PFC) nns 3menimenss Brpar. BucokoedexTuHi
PEC 3 ¢dazoBum 3cyBom (DAB) onucano B [9], ae nocsiraetbesi edekTuBHICTE 96-98% 3aBasiku
M’sikiii komyTarii. bigupekuionansni onepauii st V2G posrnsayto B [10], ne iHTenekTyanibHi
QITOPUTMH, Takl K 4YacTuHKa poro (PSO), onTumizyroTh nepemMukaHHs A OanaHcy eHeprii.
I'iGpuaHi MeToM 3 IHTEeNEeKTyaIbHUM KepYBaHHSIM 3apornoHoBaHo B [11, 12], BKI0O4aoun HEYITKY
JOTIKY Juisl 00poOKM HeBU3HaueHocTel. Anroputmu ais nifasuiieHHs HanaiiHocti PEC B [13], ne
3aCTOCOBYIOThCS afanTuBHI (GinbTpu i rapMonik. Jleransuuil ausaitn 3 ESS ta BJIE B [14], 3
(hoKycoM Ha MyJBTUIIOPTHI KOHBepTepH. OIJIsiI TOMOJIOTIH Ta KOHTPOJIIO B [15], 1€ MOPIBHIOIOTHCS
apXiTeKTypH 3a e(PEeKTUBHICTIO, MMOTYKHICTIO Ta BIJITMBOM Ha MEPEXKY.

HeBupimenumu acnekTamu 3ajUIIAIOTHCS IHTErpamis TiOpUIHUX METOJIB KEpyBaHHS JIs
MiHIMi3alil BIUIMBY Ha Mepexy B ymoBax HectabinpHux BJIE, aganTuBHI anroputMu Juis
TMHAMIYHUX HABAaHTA)XXEHb y MEpeXax 3 0OMEXEHOIO MOTYKHICTIO Ta YaCTOTHUMH KOJIMBaHHSIMU,
XapakTepHUMH sl yYKpaiHCBKUX eJeKTpoMepek. KpiM Toro, HeZOCTaTHBO JIOCIHITKEHO
KoMOiHaiio oHnaiH-giarHoctuku ESS depes enexkrpoximivuay imMnenancHy cnekrpockorito (EIS) 3
kepyBanHsAM PEC nnst mpornosyBaHHs Jerpajanii Ta onTuMizauii B peajgbHoMy daci. HaykoBa
HOBHU3HA i€ CTATTI MOJIATAE B MPOMO3UIlT TIOpUIHOTO METOMy KepyBaHHS, 1o noeanye MPC 3
HeviTKoro Jorikoro Ta EIS-miarnoctukoro, anantoBanoro ais interpaiii BJIE ta ESS B EV FCS, 3
ypaxyBaHHSIM CHEIU(IKH PETIOHATHPHUX MEpexX YKpaiHu, Je OOMEeXeHa IOTYXHICTh BHUMAarae
MPIOPUTETHOTO BUKOPHUCTAHHS JIOKATbHUX PECYPCIB.

Mertoto cTaTTi € BceOIlUHMI aHalli3 Ta po3poOKa BAOCKOHAJIEHUX MeTo/iB kKepyBaHHs PEC nns
EV FCS 3 ESS, cnpsiMmoBaHUX Ha TiABHINEHHS 3araibHOi e()eKTHMBHOCTI cHCTEeMH, 3a0e3meueHHs
cTalbimpHOCTI poboTH Ta onTUMaibHy iHTerpauito BJIE. Jlns mocsrHeHHS 1i€i METH MOCTaBJIEHO
Takl 3amaui:

1) IlpoBectu ornsx icayrouux Tomojorid PEC, Bkmouatoun AC-DC unpsmissai ta DC-DC
KOHBEPTEPH, 3 aKLIEHTOM Ha iX 3actocyBaHHs B FCS 3 ESS;

2) 3anmponoHyBaTH TIOPUIHUK METOJI KEPYBaHHSI Ha OCHOBI MOJIEIBLHOTO TepeadadyBaibHOTO
kepyBanHs (MPC) Tta HeuwiTkoi noriku (fuzzy logic), AOMOBHEHWH eneMEHTaMH OHJIANH-
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niarHoctuku ESS uepes enektpoximivuHy iMmmemaHcHy crektpockomiro (EIS) mins amanrarii mo
Bapialiil HABaHTAXXEHHS Ta CTAHy KOMITOHEHTIB;

3) Po3pobuTtn MaTeMaTH4YHy MOJIeJIh CHCTEMH, MTPOBECTH CUMYJIIIAHY OIIHKY €()EeKTUBHOCTI
3alpOIOHOBAHOTO MeETOAy B mporpamHomy cepenoBuini MATLAB/Simulink Ta 3mpilicHuTH
€KCIIEpUMEHTAJIbHE JTOCIIIDKEHHS Ha Ja00paTOpHOMY CTEHII JIJIS Bajidallii pe3yJibTarTiB;

4) ChopmyioBaTH  BHUCHOBKHM  IIOJO  HPAKTUYHHUX  TEPCICKTHB  BIPOBADKCHHS
3alpOMOHOBAHOTO TMIAXOJYy B YMOBaX YKPaiHCHKHX €JIEKTPOMEpPEXk, BPaXOBYHOUHM OOMEKCHHs
MOTYKHOCTI, KIIIMaTH4HI ()aKTOPH T4 EKOHOMIYHI aCIIEKTH.

OO0rpyHTYBaHHSI OTPUMAHUX Pe3yJbTATIB

Curnosi enektponHi nieperBoproBaui B EV FCS 3 ESS ckiiagaroThcs 3 IBOX OCHOBHHX €TaIliB:
AC-DC BunpsmisdiB JjIsi MEPETBOPEHHS 3MIHHOTO CTpyMy Mepexi B moctiiHuii ta DC-DC
KOHBEPTEpIiB s afanTaiii Hampyru Mixk mepexero, ESS ta EV. Cepen tumoBux Tomoorii ass
AC-DC eramy Buninsietbcst Vienna rectifier, sikuit 3abe3neuye KOpekIito KoediieHTa moTyKHOCTI
(PFC) Ta 3MeHIye rapMOHIlHI CIIOTBOPEHHS, JO3BOJISIOUN MIATPUMYBATH CTaOlIbHY HANPYyTy Ha
DC-muni B aianazoni 600-800 B. [Ins DC-DC eramy 4acTo 3aCTOCOBYETHCSI TBOAKTUBHUN MICT
(DAB), sixuii rapaHTye €IeKTpUYHY i30JAIiI0 uepe3 TpaHchopMaTop Ta JBOHANPABICHUH IMOTIK
eHeprii, o € HeoOXimHUM 1 pexkumMiB V2G ta inTerparii ESS.

TpaauniliHi MeToIM KepyBaHHS BKJIIOYAIOTH IMUPOTHO-IMIYJbcHY Monyisimito (PWM) mis
0a30BOr0 peryioBaHHS KOMYTAIlil HamiBIPOBIIHUKOBUX KIIOUYiB, MOJEIbHE mepeadadyBajibHe
kepyBanHs (MPC) anst mBuaKoro BiAryKy Ha JUHAMIYHI 3MiHM Ta mporopuiiiHo-iHTerpainbHi (PI)
perymnstopu ans ctabinmizaiii Hampyru Ta CTpyMmy. 3alpONOHOBAaHUM TiOPUIHUN METOJl MOEIHYE
MPC 3 HEdiTKOI JIOTIKOO ISl OOpOOKH HEBHU3HAYCHOCTEH, TAKMX SK KOJIMBAHHS MOTYXHOCTI BiJl
COHAYHUX TaHeNeld 4M Bapialii HaBaHTaxkeHHs BiJ KiuIbkoX EV, Ta iHterpye onnaitn EIS s
niarHoctuku crany ESS. HeuiTka storika BUKOpUCTOBY€E (PYHKIIIT WICHCTBA ISl OLIHKK TapaMeTpiB,
Hanpukial, crany 3apsaay (SOC) ESS, knacudikyroun ioro sk Huzbkuid (Menue 20%), cepenHiit
(20-50%) uum Bucokmii (moHam 50%), 110 M03BOJISE agamnTyBaTH mapaMmeTpu KepyBauHsi. MPC
ONTUMI3y€ Tpa€eKTOpii, MIiHIMI3ylOUM (QYHKIIO BapTOCTi, fKa BpPAaXOBY€ BIIXWJIECHHS BIJ
pedepeHCHUX 3HaYeHb HAMPYTU Ta CTPYMY, a TAKOK OOMEXEHHS Ha 3MIHY Kepyrounx curHamiBs. EIS
aHaji3ye immnenaHc 6arapei 3a MOAEIUIIO, 1110 BKIIOYa€ OMIYHUN OMip, Omip 3apsay Ta Audy31iHuR
€JIEMEHT, JI03BOJISIFOUM BUSBIISTH JETPAJAIlilo Ha PAaHHIX CTaisX.

MarematnuHa Mojenb cucTeMu OasyeTbesi Ha piBHAHHAX i AC-DC eramy, ne Hampyra
DC-mman 3anexuth Bin edekTuBHOro 3HaueHHs ¢aszHoi Hampyrm Mmepexi, ta mis DC-DC
koHBepTepa DAB, ne moTyxHicTh mepenadi BU3HAYA€THCS HANpyramu HOpTiB, (a30BUM 3CYBOM,
yacToTor0 KomyTauii Ta iHaykTuBHIcTIO. /g ESS SOC po3paxoByeTbes sIK MOYAaTKOBE 3HAUEHHS
MiHyC IHTerpam CTpyMy, MOJiNeHuii Ha emHicTh. MogemoBanas B MATLAB/Simulink
BUKOPHUCTAHO JJIsl CUMYJISILII cuieHapiiB 3 notysxkHicTio FCS 150 kBt, nanpyroro DC-mmuau 800 B,
ESS 100 xBt'rom ta BJIE 50 kBT, imitytoun 3apsaky 2-4 EV 3 guHamiuHUMU 3MiHaMH.
ExcnepumeHnTanbHe JTOCHIIPKEHHS MPOBEAEHO Ha JAOOpaTOpHOMY CTEHAI 3 MPOTOTHIIOM
DAB-konBeprepa notyxHictio 10 kBT, e BuMiproBanu mapameTpu 3a JOIMOMOTO0 OCIIorpadis
Ta aHaJli3aTOPiB MOTYKHOCTI.

PesynbraTi moka3yroTh, M0 TIOpUIHUNA METOA 3MEHUIye Imynbcalii crpymy 3 8% a0 3,2%,
migBuiye epekTuBHICTh 3 92% o 96,5% Ta ckopouye yac crabimizamii 3 50 mMc mo 25 mc
nopiBHsHO 3 Pl-kepyBannsam (tabn. 1). EIS-inTerpauis BusiBise nerpanamito Ha 10-15% panime,
ONTHUMI3YIOUN HUKIHN. EKCTIEpUMEHT MiATBEPAUB CUMYJIALIT 3 TOXHMOKOI0 MeHIe 5%, 00TpyHTOBaHO
BUKOPHUCTaHHAM pEaJbHUX IapaMeTpiB KOMIIOHEHTIB, Takux sk IGBT-tpansucropu, Ta
cratuctuaHuM aHarizoMm (Monte Carlo 3 100 iTepartisiMu) Ju1st TEPEBIPKU CTIHKOCTI 10 Bapiarliil.

OOrpyHTYBaHHS pe3yJbTaTiB 0a3y€eThCsl HA MOPIBHAHHI 3 JITEpaTypHUMHU JTAHUMH, /i€ TOAI0H1
MMOKPAIIEHHSI CITOCTEPIraloThCsl B TIOPUIHUX CHUCTEMAaxX, Ta EKCIEPUMEHTAIBHUX BHUMIpax, MO0
HiATBEPIXKYIOTh TEOPETUYHI PO3PAXYHKH.
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Tabmmms 1
[TopiBHSHHS METO/IIB KEpPyBaHHS

Merton EdexTuBHICTH [ymecamii ctpymy Yac crabimizamii Burparu eneprii
(%) (%) (mc) (kWh/3apsi)
Pl 92 8 50 1.2
MPC 94.5 4.5 35 1.1
[iopunHui 96.5 3.2 25 1.05
BucHoBku

3anporoHoBanuid riOpuaHuii Meton kepyBaHHs PEC 3 iHTerpamiero EIS 3abe3neuye
epexTrBHe mBUAKe 3apsmkanHs EV 3 ESS, sMmenmyroun nHaBaHTtakeHHs Ha Mepexy Ha 20-30%,
interpytroun BJIE 3 edexktuBHicTIO moHan 95% Ta MOKpallylOYd IarHOCTHUKY KOMIIOHEHTIB.
PesynbraTi cuMynSIiii Ta eKCIEPUMEHTIB JIEMOHCTPYIOTh IepeBard B CTaOUIBHOCTI, €KOHOMIl
eHeprii Ta HaAIMHOCTI, 1[0 € aKTyaJbHUM JUJIsl YKPATHCHKUX MEPEX 3 0OMEXKEHOI MOTYXKHICTIO, 1€
gacti mepeboi BumararoTh aBTOHOMHOCTI FCS. ExoHOMiuHa e(eKTHUBHICTh MPOSBISETHCA B
CKOPOYEHHI BUTpAT Ha enekTpoeHeprito Ha 15-20% 3a paxyHOK onTuManbHOro Bukopuctanas ESS
ta BJIE.

[lepcriekTHBY MOJAIBIINX JOCTIIKEHb BKIIIOYAIOTh IHTErpaIlilo ITYYHOTO 1HTEJEKTY, TAaKOTrO
K HEHPOHHI Mepexi, /Uil NPEAUKTHBHOTO KEpyBaHHS HAa OCHOBI JaHUX PO MOTOay Ta Tpadik;
MOBHOMAcHITaOHYy eKCIepUMEeHTalbHy Bepudikamito Ha peanpbHux FCS; anamiz ekoHOMIYHOi
e(EeKTHUBHOCTI 3 YpaxyBaHHSIM BapTOCTI KOMIIOHEHTIB Ta TEPMiHY OKYITHOCTi; BUBUCHHS BIUIMBY Ha
TepMmiH ciayx6u ESS, Briarodaroun TepMidHHI MEHEIKMEHT; craHiaprusaniio st V2G/V2V y
riOpuIHIX Mepexax 3 ypaxyBaHHSIM YKPaiHCHKHX HOPMAaTHBIB.
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SOFTWARE ENGINEERING
IHXXEHEPIS ITPOTPAMHOI'O 3ABE3IIEYEHHA

YK 004.942+004.415:530.145 DOI:10.15330/itee.2025.3.03
B. M. TKAYVK, xano. ¢iz.-mam. nayk

T'BPUJHUN KJIACHYHO-KBAHTOBUI AJITOPUTM TA HOI'O PEAJIIBALIIS
HA PEAJIBHOMY KBAHTOBOMY KOMII’FOTEPI

Beryn

EBodroriiiHi anropuT™Mu BiJHOCSATHCS 10 KJIACy €BPUCTHYHUX METOAIB ONTHMIi3allii, B OCHOBY
pOOOTH SAKMX MOKJIAJECHO MPUHIIMITA €BOJIIOIIT TPUPOTHUX O10JIOTTYHUX cucTeM. BOHM MpalttoroTs 13
MHOKHHOIO TOTCHIIHHUX PO3B’SA3KIB, €BOJIOIIOHYIOUM iX 3a JIOTIOMOTOIO OIEepaTopiB BiIOOpY,
cxpemyBanHsl Ta mytanii [1]. V ix kmacuuHiil peanizanii MiHIMaNbHOIO OJUHHIICIO iH(OpMalii €
OiT, IKUH MOJKe TpuiMaTy Tinbku 1Ba 3Ha4eHHs: 0 Ta 1. Oco01MBO eEeKTUBHIMH BOHH € JI0 3a/1a4
onTUMI3alii, A€ HEOOXiMHO 3HAWTU TIJIOOANBHUN eKCTpeMyM (YHKINI MPUCTOCOBAHOCTI Yy
CKJIQJIHOMY IIONIYKOBOMY IpocTopi. KiacwdHi migxomw onTuMi3ailii 3 BEIUKOK IMOBIPHICTIO
3YMUHSIOTHCA y TOKAIBHUX MIHIMyMax [2].

KBaHTOBI TEHETWYHI aNTOPUTMH TPYHTYIOTHCSI Ha TPHUHIUIAX KBAaHTOBHX OOYHCIICHBb Y
MOEJHAHHI 3 ieIMH KJIACHYHHMX TE€HETHYHHX anroputmiB [3, 4]. Tlpu 1poMy MiHIMaIbHOO
onuHUIEeo 1HGopMallii € KyOiT, mo mepedyBae B CTaHI CyNepIIO3WIlii JBOX Oa30BHX CTaHIB

(10) Ta [1)):

|¥)=al0)+ p1), nela| +|p] =1 1)
TyT a Ta f BU3HAYAIOTh aMILIITYAy MMOBIPHOCTI epeOyBaHHs KyOiTa y BiJNOBITHOMY CTaHi.
3aBasKH 1IbOMY 3a0e3MeuyeThesl TMOTEHIIHA TIepeBara mnapaieinizsMy OOYHCICeHb Ta OJHOYacHOI
OIHKM BCiX MOXIMBHMX CTaHiB Ky6ira. VIMOBIpHiCHMII MeXaHi3M KBAaHTOBOTO BHMipIOBAHHS
3a0e3neuye eheKTUBHUN TIOOATBHUN TONIYK, IO B MOEAHAHHI 3 TPAJAULIMHUMHU €BOJIOIIHHUMHU
TEXHOJIOT1SIMH J1a€ IBUIKY 301KHICTh HAaBITh IPU HEBEIMKHUX PO3MIpax MomyJsmii [5].

Po3poOka Ta mocmikeHHsl TaKoro KJjiacy ajJropUTMIB OpiEHTOBaHA Ha 3a/ladl onTuMizaiii 6e3
TIPHHIMIIOBOT MOZJIMBOCTI iX MPaKTUYHOT peasizallii Ha KBAHTOBOMY KOMIT'IOTepi. IX BUKOHAHHS, B
TOMY YHCJII 1 6a30B1 MIXOU Ta KBAHTOB1 OMEPaTOPH, OPIEHTOBAHI ITiJT peai3allilo YMCTO 3ac00amMu
KJIACUYHUX OOYMCIIOBANBbHUX cucTeM. Pi3MyHa HEMOXKIMBICTH KIOHYBaHHsS KBAaHTOBUX CTaHIB
B3arajli YHEMOXJIMBIIIOE€ OPTaHI3aIlil0 TPATUIIHHUX EBOJIOLMIMHUX TMPOIECIB  AKTYaJlbHICTh
PO3pOOKH TaKOro ajaropuTMy CTa€ OCOOJMBO AaKTyaJlbHOIO Ha (OHI YCHiXiB Yy po3poOIi sk
JNOCTyMHUX €(EeKTUBHUX KBAHTOBUX CTUMYJATOPIB, TaKk 1 poOOYMX BUIBHO JIOCTYIHHUX
0araTokyOITHUX KBAaHTOBUX KOMIT IOTEpiB [6].

Jns noctymy 10 KBaHTOBUX KOMIT IOTEPIB pO3pOOJIEHO MPOEKT 13 BIAKpUTHM Kojom Qiskit,
Hanucanuil Ha Python, Ta BriItouae B cebe Habip IHCTPYMEHTIB JJIsl HAlTUCAHHS MpPOrpaM Ha piBHI
KBaHTOBHX cXeM. Ha cpOrogHi 3 BHKOPHCTaHHSIM XMapHHX TEXHOIIOTIH JIOCTYIIHUMHU €
OaratokyOiTHI KBaHTOBI mpouecopu kommadii IBM (manpuknax, ibm fez (156 «ky6iriB),
ibm_marrakesh (156 xy6iriB), ibm_torino (133ky0iTu)), Tak 1 psAJ KBaHTOBHUX iJ€allbHUX Ta
peabHUX cTUMYISTOPiB (Moaynb Qiski Aer) [6].

3Bakaroul Ha OOMEXEHICTh JOCTYIy 0 TaKMX KBAHTOBHX KOMII FOTEPIB BaXIUBY pPOJIb Y
aHaji3i poOOTH KBAaHTOBUX TI'€HETHYHUX AITOPUTMIB BiIIrPAIOTh CHUMYJIATOPH, SKi J1O3BOJISIOTh
MPOBOAUTH MAacCIHITa0HI EKCIEePUMEHTH 0e3 HEOOXI1IHOCTI JOCTYNy [0 peaJbHUX KBAaHTOBHUX
MIPOLIECOPIB Ta BIUIMBY amapaTHOro mrymy. Ineanpamii cumymnsTop AerSimulator (meton statevector
abo unitary) 3a0e3medye TOYHE BIITBOPEHHS KBAaHTOBOI JWHAMIKA 0O€3 BTpaT, IO € KPUTHIHO
BOXJIUBUM JUISI TIEPEBIPKA TEOPETUYHOI KOPEKTHOCTI pOOOTH alroputMy Ta aHaii3y BIUIMBY
OKpEeMHUX KBAaHTOBHUX ONEPATOPIB Ha €(HEKTUBHICTh 301KHOCTI €BOJIIOIIHHOTO mpolecy. BogHouac
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pan OexenmiB (FakeMarrakesh, FakeBrisbane, FakeKyoto, Tomio) m03BOJst0OTH MOJETIOBATH
pEATICTUYHUIA TIIyM, MOMIJIKH T€WTiB, TOMHUJIKHA 3YMTYBaHHS Ta TOIOJIOTIIO 3 €IHAHb pPeaThbHUX
KOMIT FOTEepHHX NpUCTposx IBM, mo mae 3Mory OIIHUTH CTIHKICTh aITOPUTMY JI0 amapaTHUX
0OMeKeHb IIe JI0 3aIyCKy Ha pealbHOMY o0agHaHHi [6].

OCHOBHUMHM TIapaMeTpaMH pOOOTH TaKUX CUMYJISTOPIB y Qiskit €: KibKicTh 3amyckiB (shots) -
CTaTHCTUYHA TOYHICTH BUMiproBaHb (3a3Buyaii 1000—100000); merton cumynsmii (statevector,
density matrix, tensor network Tomio); piBenp omnrtumizamii (optimization level Bim 0 mo 3);
BKIIIOUEHHsI mymy (noise model); Ta MakcuManbHa KiTBKICTh KYyOITIB (OOMEXKYETHCS 00CATOM
oIepaTUBHOI MaM’T1 Ta 0OUNCITIOBATLHIUMH MOXIIMBOCTSIMHU KoMl 'totepa). [IpaBuiibHuii BUGip nux
napaMmeTpiB J03BoJisie OaTaHCyBaTH MiK TOYHICTIO, IIBUAKICTIO OOYHCIIEHh Ta PEATiCTUYHICTIO
MOJIETIIOBAHHS, 110 € KJIFOUOBUM JJIsi pO3pOOKM Ta HaAIMHOIO TeCTyBaHHS TOpUIHUX KBAaHTOBO-
KJIACUYHHX aJITOPUTMIB.

Hns peanizamii kBaHTOBOro reHeTuyHoro anroputMy (GIGQ) Ha KBaHTOBOMY KOMIT IOTEpI
HEOOXITHO aganTyBaTH SIK WOTO CTPYKTYpy B IIJIOMY, TaK i peaii3aiito 0a30BHX KBAaHTOBHX
orepaTopiB. B mepiry depry 1e 3yMOBJIEHO HEMOKJIHMBICTIO KJIOHYBaHHS HEBIJIOMUX KBaHTOBHUX
CTaHiB KyOiTiB JUIsl OpraHi3alii eBOIIoMii momysswii B gaci [7].

OcHoBHI 171€1 Ta MiAX0AU 10 peamizalii Takoro riOpuIHOro alIropuTMy Oyid 3alpPONOHOBaHI
aBTOpoM B [8], a HMXKYE BOHM OTPUMAIOTH IMOAAIBINMN PO3BUTOK Ta aHANI3 13 BPaxyBaHHAM
JOJATKOBUX MOXJIMBOCTEH, 3yMOBIEHUX IOSBOI HOBUX €(PEKTUBHUX KBAHTOBHUX CTUMYISTOPIB,
BukopuctanHs cydacHux GPU-0ibmioTexk uis TPHCKOPEHHS pPOOOTH OCHOBHUX KBAHTOBHX
omepartiii [9].

Amnaii3 siteparypHUX MyOJiKaliif, NMpPOBEJCHHUX BHUIIE, IO03BOJSE CcHOpPMyBaTH HACTYIHY
MOPiBHSJIbHY TabsmIlko (Tabs. 1).

Tabmums 1
[TopiBHsUIBHUI aHAJII3 PI3HUX MIAXOJIIB JI0 peasti3allii TeHeTHYHUX aJTOPUTMIB

Knacuunuii GA (CGA) KBaHTOBO'(‘g‘I"gR‘)’BaH““ GA TiGpumunii keanTomii GA (HQGA)
Croci6 BinapHnit Ky0iTh, MozientoBaHHs Ha CrpaBikKHe KBaHTOBE IPECTABICHHS
KOJlyBaHHS KJIACUYHOMY KOMII I0Tepi KyOITiB Ta BUKOHaHHS ONIepaTopiB Ha
0coOuH KBaHTOBOMY KOMIT I0Tepi
EBomroniitni | MyTauisi, kKpocosep, OOepTaHHs KyTiB KBaHTOBO- KsanToBa TomMorpadis, R, - reitH,
oreparopu cenexIis (Kiacu4Hi) iHCITIipOBaHe, ajie KIIaCHYHE) KBAHTOBHII IIyM SIK MyTaLis
[epeBaru [IpocToTa peamnizarii, IBuama 301HICTE IS ExcnioneHmiiHMi mapanemnizM, CTilKiCTh 110
e(peKTUBHUH JUIs GararonapaMeTpHUYHMX 3a7ad | IIyMy
JIOKJIBHOTO MOLITYKY
Oomexenns | IToBiibHa 301KHICTD, OOMeXeHO KIIACHIHUMU OOMeXeHHS KUTBKOCTI Ky0iTiB, KBaHTOBU
YyTIUBICTH JI0 pO3MIpY | OOYHCIICHHSMH, HEMA€e LIyM Ta MIOMHUJIKH Y pOOOTI KBAHTOBHX
MO JISATIT CIPaBXHBOI CYNEePIO3HUIIT KOMII F0Tepax
301xHICTh 3anexuts Bij po3mipy | IlBuama 36ixkuicTs (~50-500 | Haitmumma 36ixHicTs (~20-100
mokoiHb (~100-1000) | moxosiHb) MTOKOJiHB) [8]

l'iOpuaHuii KBAHTOBMII TeHeTMYHMH aJropuT™M /UIA oOpradizamii ioro podoru Ha
KBaHTOBOMY Komm’10Tepi IBM-Q

ANTOpPUTM MOBHICTIO BIANOBIJIA€ MPHUHLIMIAM TiOpUIHOI apXITEKTYpH, 3allpOIIOHOBAHUM Y
nonepeanHix podorax [8, 10, 11], ane agantoBanuii mig cydacHi moxkauBocti Qiskit Aer (ineanbHuii
Ta peajJbHUH 13 IIyMOBUM PEXKUMOM).

BukopucroByeTbecs TiOpuIHA KJIAaCHYHO-KBAHTOBA apXITEKTypa peaii3alii TeHEeTHYHOTO
QITOPUTMY: KJIIOYOB1 €BOJIIOLIIMHI ONEpaTopH, Taki SK TeHepalis MOo4YaTKOBOi MOMyJsuii Ta ii
€BOJIIOIiSl B dYaci, MOBHICTIO peasli3oBaHO 3 BUKOPUCTAHHSAM KBAaHTOBOTO Komil'torepa. [Hmii,
JOTIOMI>KH1 OOYUCIICHHS, TaKl K OIiHKa (YHKIIIi MPUCTOCOBAHOCTI Ta MOITYK HaWKpaIioi 0COOMHH,
MPOBOJATECS Ha KiIacMYHOMY Komm'torepi. IIpu mpomy oaumH KyOIT y Cyneprnosuiii KBaHTOBUX
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CTaHIB 3 BUKOPUCTaHHSIM KBaHTOBOi ToMoTrpadii BU3HAUa€ OJIHY OCOOMHY IMOMYJIAIil, a KBAaHTOBUI
pericTp peali3ye BCIO KBAaHTOBY MOMYJIsAMi0. AyroputMm Oyne anpo0OOBaHO Ha MpHKIAAl 3agad
(YHKIIIOHAJILHOT ONTUMI3allii, /¢ KBAHTOBA CYINEPIO3UIlS JT03BOJIAE €(PEKTUBHO JOCIIHKYBATH
OaraTtomipHuii mpoctip nouryky (puc. 1).

Knacuunwuii KomnioTep KeaHTOBMM KomMmnwTep
(evmynsaTop)
|: Crapt )
¥
Imimiamizamnis mapaMeTpie CTEOpEHHA MOTATEOBOL
potote HQGA * xpamToEROi momynamii Q(t)
h 4
OuiHEa IPHCTOCOBAHOCTI Tomorpadiz Q(t),
P(t) Ta momvE Hafkpamoi KEAHTOEE EHMIPIOEAHHA T2
0COOHHH IOMY IR Tepexia Ao KiacHIHOL
momymnamii P(t)

VYmoBa
3aBepIIeHHT
EEOMEOLIT

ITobdvaooEa HACTYIHOTO
noromiaEEg Q1)

——

Hafixpame

IPHCTOCOEAHA
oco0HHA momyIami

Pit)

Puc. 1. T'iOpuaHuii K1aCHYHO-KBAaHTOBHUH FeHETHYHUH alrOPUTM

KirouoBumu 0co0IMBOCTAMHU MPOIIOHOBAHOT apXITEKTYPH €:

e 0/1Ha 0COOMHA = OJIUH KYOIT (HEBEIMKNI KBAHTOBUH PEricTp — KBAHTOBA MOMYJISALIs);

e KBAaHTOBA MOMYJIALIS ABJsIE COOOI0 Ccynepno3ulieto craniB KyOiTiB (Q(t));

e BI/IHOBJICHHSI KBAHTOBOI MOMYJIAIIT 311HCHIOETHCA 32 JOIIOMOT'0I0 KBaHTOBOI TOMOTpadif;

e KJIacHyHa nonyJsuis P(t) oTpuMyeTbes B pe3ysibTaTi KBAHTOBOTO BUMIPIOBaHHS;

e OCHOBHI KBaHTOBI €BOJIIOLii{HI omepaTopu:
o MyTalis - IpUpOJIHA Yepe3 IMOBIPHICHUN XapakTep ToMorpadii Ta KBAaHTOBHM LIyM;
O aJanTUBHE KEPyBaHHS KyTamu oOepTaHHs (KBaHTOBMH omepatop R,) Ha OCHOBI

pe3ynbTatiB ToMorpadii monepeHpOoro MOKOIIHHS.

[TouatkoBa kBaHTOBa momyislis Q(0) TeHepyeThCsS BIAMOBIAHO HACTYIMHOTO KBAaHTOBOTO
MPOTOKOITY (pHc. 2).
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Puc. 2. KBaHTOBH#T MPOTOKOJ MOYaTKOBOT KBaHTOBOI momyJisiii Q(0)

Tomorpadis crany KyOiTa BUKOHaHA BIAMOBIHO 0 KBAHTOBOTO ITPOTOKOIY (pHC. 3).

q, _|0>_ R}(T[/Z) | 7§_

C.

i

Puc. 3. Tomorpadist ctany KyOita

ToYHICTh BIMHOBICHHS CTaHy BHU3HAYAETHCSA SK TUIIOM CHMYISITOpPA, TaKk 1 pO3Mipom
KBaHTOBOI0 aHcamOutto (puc. 4 ta Tad. 2).

FicTorpama posnoAiny BiaHoBneHux KyTie 6 (N=500 iTepauiit)

70

60

Kinekicts
IS u
S 3

w
=3

20

10

1.40 1.45 150 155 1.60 1.65 170
KyT & (paniaHn)

a)

FicTorpama po3noginy BigHoBReHMX KyTiB B (N=500 iTepauiit, FakeMarrakesh)

KinbKicTb
S u o ~ @
S 3 2 =] 8

w
=}

N
153

10

1.45 1.50 1.55 1.60 1.65 170
KyT © (paniaHn)

0)

Puc. 4. Tomorpadist crany ky6iTa nmpu po3aMipi KBaHTOBOro ancaMOro y 500 kyOiTiB:
a — AerSimulator; 6- FakeMarrakesh
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Tabmms 2

TouHICTh BIJHOBIICHHS CTaHy Ky0iTa B 3aJIe)KHOCTI Bl pO3Mipy KBaHTOBOTO aHCAMOJTIO

Poswip kBanTosoro AerSimulator FakeMarrakesh FakeBrisben
aHcaMOJIIo
50 1.566 + 0.0494 1.563 + 0.0472 1.575 + 0.0471
100 1.572 4+ 0.0485 1.570 + 0.0464 1.568 + 0.0466
200 1.570 + 0.0453 1.570 + 0.0453 1.568 + 0.0448
500 1.571 4+ 0.0424 1.571 4+ 0.0453 1.570 + 0.0449

s opranizaiii €BOJIOIIIHOTO MpoIecy BiTHOBJICHHS CTaHy MOMYJIsMii MpoBeneHa 3TiIHO
HaCTyITHOTO IPOTOKOIy (pHuc. 5).

4 H0{R@)}

Puc. 5. [IpoTOKOJI €BOJIOIIHOTO MPOIIECY BIAHOBJICHHS CTaHY MOMYJISIT

Kyr 6;8B omeparopi KBaHTOBOro reiry R, (6;) BH3HA4a€TbCs pE3YJIbTATAMH KBAHTOBOI
ToMorpadii IONEPEAHHOr0 MOKONIHHSA Ta 3HA4YE€HHAM KyTa O,y U8 HaWKpamoi ocoOuHH
TTOTTYJISIIIT:

0; + 40, npub; < 0,,;,
;= { i i opt (2)

0; — 46, npub; > 0,p;.
Bennunna mpupocty kyra A6 € mapamerpom poOotu amroputmy. s BU3HAYCHHS HOTO
ONTUMAJILHOTO 3HAUEHHS OyJI0 IPOBEACHO JOJATKOBI TOCHIKEHHS HA MIPUKIaIl QyHKII:
. . (10
f(x) =sin(x) + sin (?x),x € [-2.5,7], 3

13 rmobanbHUM MakcumyM f(2.297) = 1.728.
Junamika eBomonii HaWkpamoi OCOOMHM KBAaHTOBOI MOMYJALIi po3mipoM 5 KyOiTiB
MIPEJICTaBICHO Ha pHC. 6.

F_max

1551

0 5 10 15 20 25 30 0 10 20 30 40
ITepauin Irepauin

a) 0)

Puc. 6. EBosrortist B yaci Ha#kparoi ocoOnHn KBaHTOBOI momyisiiii: a — AerSimulator; 6- FakeMarrakesh

Jnst epexTUBHOTO TIIOOATBHOTO TOIIYKY, SK IMMOKAa3aldd MPOBEACHI UYHCIOBI €KCIIEPUMEHTH,
3HayeHHs1 A6 y BUMAAKy HECKIAaTHMX (PYyHKIIII MOBUHHO Opi€HTOBHO OyTu piBHUM 2 - A0, -
OTPUMAaHHMX B pe3yibTaTi KBaHTOBOI Tomorpadii cepemHbOKBAAPATUYHUX BIIXWICHb . AHaJI3
pe3yabTaTiB MOJENIOBAHb 13 PI3HUMU THUIIAMH CUMYJISTOPIB IOKa3ye, [0 HE 3alie)KHO BiJ
3T€HEepPOBAaHO1 BUMAJAKOBUM YMHOM TOYATKOBOI MOMYJIAIIl BOHA 3aaH, Ha MPOTs3i He Ouabine 20
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IUKJTIB €BOJIIOIII1, MoMagae B riao0ambHuii MakcuMyM. OCTaTO4YHI yTOYHEHI 3HAYEHHS IS TaHUX
napamMeTpiB MOKHa OTpUMATH NpU ONTUMI3alii (pyHKIIH AEKUIBKOX 3MIHHMX 31 CKIIQJHIIIOI0
TOIIOJIOTICIO.

Pe3yJ1[>TaTI/I YUCJI0BOI'0 CKCIICPUMCEHTY

3Bakarouu Ha OOMEKEH1 OOUYMCITIOBAIBHI MOMUIIMBOCTI (PO3Mip KBAaHTOBOI CHCTEMH HE MOXKE
nepesunryBat 20 KyOiTiB) [y anpoOartii IpoIOHOBAHOTO ANTOPUTMY OyJI0 BUKOPUCTAHO HACTYIIHI
TecTOBI (PYHKIIT, PO3MIPHICTh SKHX HE TiepeBuurye 4 [2]:

e Rastrigin Function:

n
F(x) =10n+ z[xiz —10 - cos(2mx;)], x; € [-5.12,5.12]

i=1

3 robanbHuM MiHiMyMm F; = 0 ipu x = (0, ..., 0).
« Ackley Function:
— l n 2 1 n — e
Fy(x) = —20e >* ()Tt _ i3y costenmx) o 22.718,  x; € [-5.0,5.0]
3 robansHuM MidiMyM F, = 0 ipu x = (0,...,0).

« Sphere Function:

n

Fy(x) = Z x2,  x €[0.0,0.0]
i=1
3 robanbHuM MiHiMyM F; = 0 mpu x = (0,...,0).

OYHKIIT € CKIaJHUMH Ul TPagUIIiHUX TpaJieHTHUX METOJIB 4Yepe3 BEIUKY KUIbKICTh
JIOKAJIbHUX MIHIMYMIB 1 miuato. ToMy BOHM HIAXOIATH Ul MEPEBIpKU €(PEeKTUBHOCTI TiOpHIHUX
KBAaHTOBO-TEHETHYHHUX aITrOPUTMIB. UWCIIOBHMIA EKCIEPUMEHTH IPOBEACHO 3 BUKOPHUCTAHHSM
ineanbHOTO cumyssiTopa AerSimulator (meron statevector) Ta nurymoBux 6exennis (FakeMarrakesh,
FakeManila), 1110 103BOJISIFOTh IIPYU MOJETIOBAHHI BpaxyBaTH peajbHI KBAHTOBI MOMMJIKHM Ta IIYM.
[TapameTpu exkcnepuMeHTy OyJIu HACTYIHUMH:pO3MIp MHOMyJALii: 5 KyOIiTIB Ha OJUH BHUMIp;
MaKCHMaJIbHa KiJTbKIiCTh TIOKOJIHE - 10 100; KiapKicTh cripo0 Ha oauH eTan eBosrortii: 100—-200.

ExcniepumeHnT mnpoBeneHo Ha komm'torepi 3 mporecopoMm Intel Core 17, 32 I'b O3V Ta

cumyssitopom AerSimulator 6e3 GPU-npuckopenns. Pe3ynpTaTé MOJENIOBaHHS TpPHUBEACHI B
Tabm. 3.

Tabmums 3
ExcniepumenTanbHi pe3yabTaTH ONTHMI3alli TECTOBUX (YHKIIIH
OyHKIIISA Cumymsrop Cepfumst KUIBKICTD Cepepe HalKpate CTifiKiCTh 10 TOYaTKOBUX YMOB
MTOKOJiHB 0 301KHOCTI 3HAaYCHHS QYHKIL]
AerSimulator 18-32 0.004 +0.002 | Bcoxa (3 30 sanyckin 28 qocsram
Rastrigin ' - snavenns < 0.01)
Function FakeMarrakesh 25 38 0.12 + 0.08 PO3KHUJI pe3yJIbTaTIB, alie 30epiraeTbes
T 30DKHICTB Y 85 % BUMajKiB
. Brcoka (3 30 3amyckiB 28 gocsariu
Ackley AerSimulator 22-41 0.008 + 0.004 suavenns < 0.01)
Function FakeMarrakesh 2651 035 + 015 PO3KHUJI pe3yJIbTaTIB, alie 30epiraeTbes
= 30ixHicTh ¥ 91 % BUTANKIB
AerSimulator 12-25 0.001 4 0.0005 | HafuBuIa 30bKHICTL cepen yeix
Sphere ) - (YHKIIH 3aBASKY TIAIKOCTI HOBEPXHI
Function FakeMarrakesh 2835 0.09 + 0.039 HaiimeHuii BIUIMB KBAHTOBOTO
Iymy
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Sk BUIHO 13 MPUBEICHUX PE3YJIbTATIB IJIsI CTIMKOCTI PO3B’sA3KY OakaHO JTOO0ABUTH OIEpaTop
KBaHTOBOI Karactpodu [S]. s 3MEHIIEHHS 3aJIe)KHOCTI ONTHMAJIBLHOTO 3HAYCHHS KyTa A0 Bif
BUOPAHOTO CTUMYJISITOPAa (YU KBAHTOBOTO KOMIT'IOTEpA) Kpalle 3acTOCYBaTH HOTO aJalnTHBHY
MOBEIIHKY B Tpoleci eBomouii. IMOBIpHICHMI XapakTep BHMIPIOBAaHHS Ta IIYM peaJbHOTrO
KOMIT F0Tepa Y¥ IIYMOBOT'O OCKEH]Ty BBOJSTH CTOXaCTUYHICTh, OJJHA BOHA HE 3aBXKIH MPUBOIMTH 10
MOKpAIIeHHs! €PEeKTUBHOCTI poOOTH anroputmy. ['iOpuaHMI KBaHTOBHH alrOPUTM JIEMOHCTPYE
B 3—5 pasiB mBHANIY 30DKHICTh Y 1ICAIbHOMY PEXKUMI Ta 30epirae NpUHHATHY €(PEKTUBHICTh NPH
KBaHTOBOMY LIyMi.

[TopiBusiaus edextuBHOCTI podoTn HQGA 31 crammaptaum CGA (momysiiss 50 ocoOuH,
OinapHe xoayBanHs, myTailis 0.01, kpocosep 0.7) nmpuseneHo B Ta0.4.

Tabmuus 4
EdextuBHicts po6otn HQGA y nopiBHsHHI 3 ki1acuaauM CGA
AJNTOpUTM CepenHsl KUTBKICTh IIOKOJIHD JI0 301KHOCTI

Rastrigin Function CGA 85- 150
g HOGA 18- 32

. CGA 110 - 200
Ackley Function HOGA 59 a1
. CGA 60 - 120
Sphere Function HOGA 12-25

I3 mpuBeieHUX AAHUX YMCIOBOTO EKCIIEPUMEHTY MOXKHA 3pOOMTH HACTYIIHI BUCHOBKHU:

e PE3yJBTATH MIATBEPIKYIOTh IEPCIICKTHBHICTD TIOPUIHUX KIIACHYHO-KBAHTOBHX MIXOMIB IS
3aja4 (QYHKIIOHAJIbHOI ONTHMI3allii B yMOBax OOMEXKEHOI KUIBKOCTI KyOITiB Ta HasBHOCTI
KBaHTOBOT'O IIIyMY;

*«HQGA mnoka3ye BUCOKY IIBHUJKICTb 301)KHOCTI /10 TJ100aJIbHOTO €KCTPEMYMY HaBITh IPU J1yKe
MaJii momyssaii (5 KyOiTiB), 1110 € MepeBaroro HaJl KIIACHYHUMH 11]IX0/IaMH;

IIIyMOBUH peXHUM (IIyMOBI OEKEHIM YM CUMYJISATOPH) JIEIIO MOripiiye 301KHICTh PO3B’SA3KY,
ajie caM aJTOPUTM 3AJTUIIAETHCS CTINKUM;

eB ineanbHOMy pexumi HQGA mnepeepurye kinacuunuii GA B 3—-5 pa3iB 3a HIBHJKICTIO
301’KHOCTI 3aB/IIKM KBAaHTOBIM Cynepro3ulli Ta napajeabHOMY HOLIYKY.

BucnoBku

OTtpuMaHi pe3yJbTaTH 103BOJISIFOTh 3pOOUTH HACTYIIHI BUCHOBKHU:

ecyuacHi iHcTpyMeHTH cumymsamii  (Qiskit Aer, CUDA-Q) no3BomsitoTh e(heKTHBHO
MOJIETIOBaTH KBaHTOB1 anroputMu (1o 100+ kyOITIB y cHemiaJibHUX BHUIAJKax), aje A
MOBHOIIIHHOTO 11X BUKOPUCTaHHS HEOOXiJHe amapaTHe mpuckopeHHs omepauii Ha GPU Ta
MoiajibIlla ONTUMI3ALlIS caMHUX anropuTMiB. KiacuuHa cUMyJISIis KBAaHTOBUX ajIrOPUTMIB HE JIMILE
HE BTpayae aKTyalbHOCTI, a HAaBIAaKU — CTAa€ BCE OLIBII MOTY>KHUM 1 HEOOXiAHUM KOMIIOHEHTOM
KBaHTOBHUX JIOCJIIJKEHb Y MEPeXiTHUN Nepiof 10 pealbHUX KBAaHTOBUX KOMI'TOTEPIB;

eKJACHYHA CHMYJISLiS KBAaHTOBUX AQJITOPUTMIB  3QJMIIAETHCS KPUTUYHO  BaKIMBUM
IHCTPYMEHTOM Ha Cy4acHOMY, KOJH peajbHI KBAaHTOBI MPOLIECOPU OOMEKEHI KUIBKICTIO KyOITiB
(1o 100-127 na 2025 pik), BUCOKHM piBHEM IIyMy Ta MOMUJIOK. DyHIaMEHTaTIbHE OOMEXEHHS —
eKCIOHEHI[IHE 3pOocTaHHs po3MipHOcTi npoctopy I'inbepra O(2") -pobuTh MOBHY cHMYyJIALIIO Ha

OCHOBI BEKTOpa CTaHy (Statevector) mpakTUYHO HEMOXIHBOKW it N > 60—65 kyOiTiB HaBiTh Ha
HaWMOTYXHIINX KOMIT'IOTepax;

eBiJICYTHICTh amapatHoro mnpuckopeHHs Ha GPU € cyTreBUM OOMEXKEHHSM TOTOYHOT
peanizauii HQGA y Qiskit Aer.
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1. A. CABKA, xano. giz-mam. nayx, M. C. JI[IVTYAK, O. T. KOBAJIb

JOCJIIPKEHHS 3AJTE2XKHOCTI AKOCTI 113 V1A BUABJIEHHA BTOPI'HEHD BIJJ
METOZAIB BUBOPY O3HAK Y MOIEJIAX MAIIIMHHOTI'O HABYAHHSA

Beryn

CtpiMKe 3pocTaHHS MacmTabiB 1 CKIAAHOCTI KiOepaTak, IOsSBa HOBHX THITIB 3arpo3 Ta
301UTBIIEHHS 00CSTIB MEPEKEBOrO TpadiKy 3yMOBIIOIOTH MiIBUIIICHI BUMOTH JI0 CHCTEM BUSBJICHHS
BropraeHb (Intrusion Detection Systems, IDS) [1]. Taki cuctemun MaroTh He JniIe 3a0e3ne4yBaTH
BUCOKHI pPIBEHb BHUSBICHHS aTak, a W TapaHTyBaTU NPUNHHATHY IIBUIKOJIIO, CTAOUIBHICTH POOOTH
Ta 3/1aTHICTh 0 MaclITa0yBaHHS B YMOBaX pealbHUX MEPEKEeBUX HaBaHTaxeHb. CyTTEBY POJb Yy
po3Butky IDS Bimirparorb MeToau MammHHOTO HaB4aHHS (ML), siKi J03BOJISIIOTH CTBOPIOBATH
aHOMaJIbHI Ta TIOpUAHI CHCTeMM BUSBJICHHS 3arpo3. BomHowac Ha mpaktuiii ML-6a3oBani IDS
4acTO CTUKAIOTBCA 3 MpoOJeMaMH BHCOKOI KIJIBKOCTI XHMOHUX —CIpalioBaHb, 3HAYHHUX
OOYHCITIOBAILHUX BUTPAT Ta YYTJIMBOCTI 1O SKOCTI BUXIAHUX AaHuX. OOHUM 13 KIIOYOBUX
YMHHUKIB, 10 BU3HAYa€ e(PEKTHBHICTh TAKMX CHCTEM /IS aHaJi3y MepekeBoro Tpadiky, € BinOip
iHpopmatuBHuX o3Hak (Feature Selection, FS) i3 MHOXMHU HasBHUX XapakTepuctuk. Came BiaOip
O3HaK BIUIMBA€ Ha TOYHICTH Kiacu(ikamii, yac HaBYaHHSA Ta MPOTHO3YBAaHHS, HEOOXiMHUI 00CAT
pecypciB 1 MOIMBOCTI MaciutaOyBaHHs IDS. BulbmIicTh iCHYIOUMX JOCHIIKEHb, NMPUCBSIYEHUX
3actocyBaHHIO FS y 3aauax BUABICHHS BTOPTHEHB, 30CEPEIKYIOTHCS TIEPEBAKHO HA MOKpAIICHH]
okpemux kinacudikaiiiinux meTtpuk (accuracy, precision, F1, recall Tomo). Ilpu mpomy sKicTh
nporpamHoro 3abesmedeHHss IDS sK IUTICHOTO TPOAYKTY, y PO3YMiHHI CTaHAApPTy SKOCTI,
Hanpukian ISO/IEC 25010, posrasmaeTbess HemocTaTHbO. HemoctaTHho —(hopmanizoBaHUMH
3aJIUIIAIOTHCS MUTAHHS TOTO, AK PI3HI HIAXOAM 10 B1AOOPY O3HAaK BIUIMBAIOTh HAa OallaHC MIXK
(GyHKI1OHATBHUMHU Ta He(DYHKIIOHAIBHUMU XapakTepuctiukamu IDS cucrem, a Takox, SKMM YMHOM
BpaxoBYyBaTH pa30Bl BUTpAaTU HAa BUKOHAHHS nporenypu FS y 3aranbHii OLIHII SKOCTI.

AHaJII3 0CTaHHIX JOCTi/KeHb Ta myOJikanii

3acTocyBaHHsSI TeXHIK BiIOOpy o3Hak y ML-06a3oBanux IDS € BaxiIuBUM KpOKOM, IO
NoKpartlye e(heKTUBHICTb, TOYHICTb Ta IHTEPIPETOBAHICTh MOJIEN IIIISIXOM 3MEHIIEHHS PO3MipHOCTI
Ta YCyHEHHs 3aiiBUX aTpuOyTiB manux [5, 6]. ¥V Tabn. 1 HaBeaeHa MOPIBHUIBHA XapaKTEPUCTHUKA
OCHOBHMX MeTOJiB BHOOpY o3Hak: Qinbrpauiiini (Filter), o6roptkosi (Wrapper) Ta BOynoBaHi
(Embedded) [3]. KpiM Toro, y Neakux DOCTIIKEHHSIX BUKOPUCTOBYETHCSI KOMOTHOBAaHUHM TIX1/1, 110
4acTo Ja€ Kpaluil pe3yabTar, HiXk KOKE€H OKPEMO.

Tabmuns 1
Minxin (Feature Onuc Ta XapaKTepUCTHKH [puknagu meroain
Selection)
Filter Binbip 03Hak Ha OCHOBI CTAaTUCTHYHUX KPUTEPIiB, Information Gain, ¥-tect, koed.
(pinpTpariiamii) HE3aJICXKHO Bijx Mojeni kiacudikarii. [IBumkuii i koperii, ReliefF, BigOip Ha
HE MIPU3BOJUTS JI0 IEPEeHABYAHHSI 111 KOHKPETHUH OCHOBI Bapiauii.
AIITOPUTM, ajie MOXKEe He BpaxyBaTH CIIIJIbHUH
e(heKT 03HaK.
Wrapper TTomyk ONTUMAIBHOT i IMHOKUHH O3HAK IIIISIXOM Recursive Feature Elimination
(o6ropTKOBHIL) 6araTopazoBOT0 HABYAHHS i OLIHKH MOZEII. (RFE), mokpoKoBHii MONTyK
3abe3neuye BUCOKI pe3yabTaTH sl 00paHol BIIEpe/Ha3a1, TCHETUYHI
MOJIe, aJie JIy’kKe 3aTPaTHHH 3a 9acoM i AITOPUTMH, METOJ POIO YaCTOK
00YHCIICHHSIMH. (PSO).
Embedded Big0ip o3Hak 1mij yac HaBYaHHS Mojeli. Mojens Iepesa pimrens, Random Forest
(BOynOBaHMIA) caMa BM3HAYa€ BAXJIMBICTh O3HAK 1 MOXKe (Gini importance), L1-
BIZIKMHYTH HeBaxuBi. EdexTuBHimmii 3a wrapper peryssipu30BaHa JIOTiCTUYHA
IIOI0 PECYPCiB, BPAXOBYE B3aEMOJIIIO 3 MOJICILTIO. perpecis (LASSO).
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3a maHWMH eKCTepUMEHTIB [2, 4, 7], Momenb, HaBUCHA Ha HAWOUIBII PEJICBAHTHUX O3HAKaX,
J0CsiTae MaiKe TaKoi K TOYHOCTI JIETEKIii, K 1 MOAenb Ha MOBHOMY Habopi o3Hak. [Ipu npomy,
o0cAr TaHMX CKOPOYYETHCS, a 4ac OOpPOOKH CYTTEBO 3MEHINYEThCA. B okpemMmx Bumajgkax Bifodip
O3HAK HAaBITh MOXE IIJBUIIUTH TOYHICTH BUSBICHHS, OCKIJIBKM MOJETh HE BpPaxoBY€ IIyMOBI
(dakTopu. [IpakTHuHi eKCIEPUMEHTH MIATBEPIKYIOTh, 110 pi3HI MeTonu FS BIMBarOTH Ha SAKICTh
IDS mo-pizHomy. Hampukiaza, nocniykeHHs BIUIMBY (iIbTpaIifHUX METOMAIB Ha MPOAYKTHBHICTDH
yotupbox kiacudikaropie (MLP, SVM, XGBoost, Random Forest) mokasamo, mo 3a ymMoOBH
MIPABWJIBHOTO BHOOPY MiIMHOKMHU O3HAK MOXHA 3HAYHO 3MEHIIUTH iX KUIBKICTh 0€3 MOTipIIeHHS
SKOCT1 AeTekuii arak [6]. Y poOoti [8] 3ampornoHoBaHo TiOpuaHy OaratoeramHy cxemy FS, mio
JI03BOJIMJIO 3MEHIIUTH KUTBKICTh 03HAaK 3 42 10 23 Ta MiABUIIUTH TOYHICTh Kiacudikarii anHomain
3 82.25% no 84.24%. 3 inmoro 00Ky, HeBAajde BUWIYYCHHS KJIIOYOBHUX O3HAK MOKE MOTIPIIMTU
epextuBHicTh IDS. Hampukmajn, sKImo BiIKUHYTH MapaMeTp, SIKAH KPUTHYHO BIJPi3HSAE ITEBHY
aTaky BiJ HOpMaJibHOTO Tpadiky, KiIacu(ikaTtop MOXKe MOYATH IUTYTaTH IF0 aTaKy 3 JICTITUMHOIO
aKTUBHICTIO. TOMY Tpoliec Big0OPy 03HAK Ma€ MPOBOAUTHCS 0OCPEKHO, 3 OI[IHKOIO BILTUBY KOXKHOT
BUJTyY€HOi O3HaKu Ha pe3yabTaT. g 1poro 3a3Buuail OyAyroTh rpadiku 3a1esKHOCTI METPHK
MOJIEITi BiJf KUTBKOCTI 03HaK ab0 Mopory 3HaYyIIOCTi Ta BUOUPAIOTh KOMIIPOMICHUH HAOIp.

@DopMyJIIOBaHHSA Lijel cTaTTi

[Toripy 3HA4HY KUTBKICTH JOCHIKEHb, MPHCBAYCHUX MeETOJaM BiAOOpy O3HAK, BCe IIe
HE/0CTaTHbO BUBYEHUMH 3aJMILAIOTHCS MUTAHHSA KOMIUJIEKCHOIO BIUIMBY PI3HHUX MIAXOXIB /0
BiIOOpY O3HaK HE TIIBKM HA TOYHICTh BHUSBJICHHS aTakK, ajle ¥ Ha IHIII KPUTUYHO Ba)IIUBI
xapaktepuctuku skocti IDS. Kpim Toro, y HaykoBiii niteparypi (GakTUYHO BIACYTHI MiTXOIH O
dopmarizanii y3araapbHeHOTo TOKa3HHMKa sikocTi IDS, sikuit Oum iHTerpyBaB (yHKUIIOHAJIBHI Ta
He(yHKIIOHANIbHI XapaKTePUCTHKU CHCTEMHU Ta J03BOJISB 00 €KTUBHO MOPIBHIOBATU Pi3HI METOJU
BiIOOpY O3HAK Yy €IMHOMY YHCIOBOMY BUMipi. Bpakye Takox i MEeTOIWKH, SiKa BpaxoByBaia O
pecypcHi BUTpaTH, OB’ s3aH1 31 3aCTOCYBaHHAM BiJI0OPY O3HAK, 30KpeMa yac HaBYaHHs, IIBUAKICTb
MIPOrHO3YBAHHA Ta MacIITaOOBaHICTh MOJIEN1 MPU POOOTI 3 BETMKUMU MacHBaMH JTaHUX.

3 ommsny Ha 3a3HaueHi MpoOJieMH, y MeXax JaHOro JOCHIJKEHHs CTaBUTbCA 3aBJaHHS
€KCIIEPUMEHTAIILHOTO JTOCIIIDKEHHS 3aJIeKHOCTI sAkocTi 13 Big MeToiB BUOOpPY O3HAK Y MOJEINSIX
ML, a TakoX po3poOJeHHsS METOAMKH KOMILJIEKCHOI OIIHKHU skocTi IDS 3 ypaxyBaHHSIM BIUIMBY
PI3HUX MIAXO/IB JI0 B1I0OPY 03HAK Ta MOOY/I0BU IHTETPAILHOTO MOKAa3HHUKA SIKOCTI.

MeTox0J10Tis1 T2 OCHOBHHII MaTepiaJ J0CTi/IKEeHb

Jns ominkwu sikocti I13 moninsHO KepyBaTucs MiskHapoauuMm cranaaprom ISO/IEC 25010 [10],
0 BU3Hayae Mojeib skocTi II3 Ta omucye CyKymHICTh XapaKTepUCTHK, ceped skux ans [DS
0CO0JIMBO BaXXJIMBUMU € HACTYIHI KJIFOUYOBI TPYIIH.

OynkuionanbHa npuaatHicts (Functional Suitability) — 3gatHicTs 113 KOpeKTHO BUKOHYBATH
moTpiOH1 (PYHKINT Ta JOCATATH TOCTABJICHHMX IIeH. Y JaHOMY JOCHIKEHHI (DYyHKIIIOHAJTbHA
MIPUIATHICTh

Accuracy + F1

F =
func 2

IpeJICTaBIeHa yepe3 MeTpUKU Accuracy (3arajbHa 4acTKa MpaBUIbHUX CIpallloBaHb) Ta F1-score
(rapmoHiiiHe cepe/lHE BIYYHOCTI Ta MOBHOTH), IO pa3oM BioOpaxkaroTh 3aaTHicTh IDS nmpaBmiibHO
kiacudikyBatu Tpadik.

Haniitaicts (Reliability) — 3naTHICTh cucTeMu MiATPUMYBaTH HEOOX1IHUN pPIBEHb BUKOHAHHS
(byHKLIH BIIMOBIIHO JI0 3a/laHUX YMOB MPOTSAroMm neBHoro yacy. s IDS kputepieM HaaiiHOCTI
poOOTH MO’KHa BBaXaTHU CTIMKICTh 1O XMOHUX CHpaloBaHb Ta MOMWIOK. J[is BUMiproBaHHS
MOKa3HWKa HaJidHOCTI F,.,; = Precision BUKOpPHCTaHO BIY4YHICTb Precision (TOYHICTBH
MO3UTHUBHOTO ITPOTHO3Y), IO XapaKTEPU3y€E YACTKY IIHCHHUX aTak cepel] yCiX CHpaIlOBaHb CUCTEMH.

[TponyktuBHicTh (Performance Efficiency) — xapakrepuctuka, o BiioOpaxkae MIBUIKOMIIO Ta
ONTUMAJIBHICTh BHUKOpHUCTaHHsS pecypciB [13. TIpoIyKTHBHICTE HPONOHYETHCS BHU3HAYaTH SIK
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3BaKEHE cepeHE MK €(EeKTHUBHICTIO MPOIECy HaBYAHHS Fip4ip Ta €PEKTHBHICTIO MPOTHO3YBAHHS
F infer:

Fperf =a* Fyqn+ (1 —a) = infers

ne koediumient a € [0,1] nmo3Bomse 3amaTH NpPiOPUTETHICTH. [y OIIHIOBAHHS METPUKH Fipgin
BUKOPUCTOBYETHCS (hopMyIIa:

Ters
Firqin = €xp| —p * Thase |
train

ne B > 0 — koedilieHT 3Ta/PKyBaHHS, 0 KEPYE UYYTIMUBICTIO METPUKH 10 4Yacy HaBUYaHHS, a

Tg‘clfifl — Yyac HaBYaHHS Ti€l )k Mojeni 6e3 Bindopy o3Hak (Ha moBHOMY HaOopi o3Hak). TyT BennunHa

Tefs € epeKTMBHUM YaCOM HABYAHHS 3 ypaxXyBaHHIM NPOLEAYPH BiOOpy o3HaK FS i BU3HAYAETHCS
TFs

K 2
neBHoro merony FS, Tpg — dac, BuTpaueHuii Ha BUKOHaHHs mnpoueaypu FS, K — KiibkicTh
IUTAHOBUX MEepEeHaBYaHb MOJIEI POTATOM MEBHOTO Mepioay il BAKOPUCTAHHSL.

K Terr = Tirqin + 1€ Tyrqin — GAKTUYHO BUMIPSHUN Yac HAaBYaHHS MOJIENI 3 BUKOPUCTAHHSAM

1 _ Tpredict

[TokasHUK €(QEKTUBHOCTI MPOTHO3YBAHHA Fipfer = XapakTepusye e(QeKTHUBHICTh

max
gacy poOoTu Mozeni mia 4Yac Kiacudikaiii MepexeBoro 3’€IHaHHA 4M Takety. s ioro

OOYHMCIIEHHS TOPIBHIOETHCS MIBUAKOMISA MOJENEH BiHOCHO HaWMOBiNbHIMOI 3 HUX. TYT Tpregice —
4ac MPOrHO3yBaHHSA KOHKPETHUM QJITOPUTMOM, a Ty, 4, — MAKCUMAJIBHUM Yac MPOTrHO3YBaHHS cepell
YCiX IIOPiBHIOBaHMX BHMIAJKIB. Finrer TOKa3y€, HACKUIbKM JIAHHH QIrOPUTM INBUIAMIMK 32
HaMOBUIBHIIMK eTanoH. [[ng mBuaAmmMX Mojenell 3Ha4eHHs MOKa3HUKa HaOumxkaeTbes 10 1, mo
BioOpaxae X BITHOCHUI BUTPAII y IIBUIKOII.

Macmra6oBanicTth (Scalability) — y cranmapTi 1 XapakTepucTHKa NMPsIMO He BUJUIEHA, ale y
koHTekCcTl omekn IDS wMm BBOOAMMO 11 SK BaXXJIWMBUM IOKasHHUK SKOCTI Takoro II3.
MacmTaboBaHICTh ONUCYE 3/aTHICTh CHUCTEMH €()EKTHBHO IpaloBaTH 31 30UIBLIEHHSAM 00CATY
JAaHUX 9M HaBaHTaXeHHs. [loka3Huk MacmtaboBaHOCTI Fy 4, XapakTepusye 3aaTHicTh IDS-Monemi
e(peKTHUBHO MpalfoBaTH 31 3pOCTAlOYMMHU OO0CSraMH JaHMX 1 KUIBKICTIO O3HaK. 3MEHIIEHHS
PO3MIPHOCTI, SIK MPABUJIO, CIIPOLIY€E PO3TOPTAaHHS, IEPEHECEHHS Ta MapajeabHy 0OpoOKy Mojeni.
KinbkicHy OIiHKY BOTO ePeKTy 3a1aeMo popMyom:

N
Fycqre = max {O: 1- },
base

ne N — KijbpKicTh O3HaK micisa 3acTocyBaHHs neBHOro FS-meronmy, a Np,ge — KITBKICTh O3HAK Y
nmovyarkoBomy pgatraceti (noFS). 3a BimcyTHOCTI CKOpPOUYEHHSI KUIBKOCTI O3HaK ITOKa3HUK
MaciTaboBaHOCTI HaOyBa€ HYyJIBOBOI'O 3HAUEHHS, a Yy pa3l 3MEHILIEHHS PO3MIPHOCTI Fgqqe
BiJJoOpaxkae BIAHOCHY YaCTKy YCYHEHHX O3HAaK.

OO0’eqHABIIM OMWCAHI CKJIAQJOBI, 3arajibHy OIHKY skocTi IDS-monenm Bu3Hauaemo uepes
IHTerpaJIbHUN MOKAa3HUK (HOPMYJIIOIO:

Q =wy* Ffunc+W2* Frep + wy * perf+W4* scales

Ie Wq,W;,Ws3, W, — Bard, IO BiOOpa)karoTh MPIOPUTETHICTh BIAMOBIIHUX XapaKTEPUCTHK. Y
MeXax JaHOro JOCTIIKEHHS JUIs BHU3HAUEHHS Bar BUKOPHCTOBYETHCS METOJl aHANI3y ie€papxiit
(Analytic Hierarchy Process, AHP). [ToGynoBa Bar 31iliCHIOETBCS HA OCHOBI HOMIAPHUX MOPIBHSIHb
KpUTEPIiB, SKI BUKOHYIOTHCSI €KCIIEPTOM 13 BUKOPHUCTAaHHSM BepOaibHO-uncioBOi mkanu Caarti.
3a3HaueHa IIKana Jae 3Mory (opManizyBaTH CyO €KTUBHI €KCHEpPTHI CYDKEHHS IIIIXOM iX
B1JI0Opa’X€HHS y YMCIIOBI OI[IHKM 1HTEHCUBHOCTI IIEPEBArd OJJHOTO KPUTEPIO HAl IHIINM.

Ha ocHoBi 1poro OyB po3poOiieHuii MoOayJibHUE BeO-3acTOCyHOK Ha ©Oaszi Streamlit i3
0araTopiBHEBOIO apXITEKTYPOIO, M0 PO3AUIIE PO st 00poOKku naHuX i anroputmis IDS Ta BeO-
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iHTepdenc g B3aEMOJIl 3 KOPHUCTyBaueM, 3 MIATPUMKOIO IOBHOTO ITUKIY EKCIIEPUMEHTIB 1
HIBUIKOTO TEPEePaxyHKy MOKa3HUKIB SIKOCTI (AuB. puc. 1-5).

IDS Quality Analyzer IDS Quality Analyzer

Research on Feature Selection Impact on IDS Quality

MNavigation
® Home
New Experiment
Calculate Weights New Experiment Calculate Weights (AHP) Recompute Quality Scores
Recompute Q
Results Viewer Run a complete experiment pipeline: Determine quality weights using AHP: Quick recalculation with new parameters:
out
e r Fill pairwise comparison matrix +  Load existing results CSV
Calculate weights automatically «  Adjust quality weights and K

Check co a + Recalculate F_t infer, F_perf, @

. Calculate integrated quality score Q Apply weights to ex
Research Project: o grated q PPy weg Use when: Testing different parameters

Dependence of IDS Software Quality Use when: Run experiments from scratch Use when: Need objectiv
on Feature Selection Methods Recampute Scores

by Oleh Koval Start New Experiment Calculate W

DS Quality Analyzer
Criteria

F_func

Research Pro}
Dependen
Quality
onre

by Oleh Koval

Results

1DS Quality Analyzer

by Oleh Koval

7. Run Experiment

repeat=112

Puc. 3. TIporec npoBe/ieHHsI €KCIEPUMEHTY
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IDS Quality Analyzer

7. Run Experiment

Research Project;

by Oleh Koval

Download Results

Download All Results (ZIF)

Puc. 4. Ycniniae 3aBepIeHHs IPOBEJICHHS €KCIIEPUMEHTY

IDS Quality Analyzer Visualizations

Q(Quality) F_func F_perf F_rel F scale

Navigation
Home
New Experiment
Calculate Weights
Recompute Q
Results Viewer
About

Research Project:
Dependence of IDS Software Quality
on Feature Selection Methods

Export

by Oleh Koval

Download Results CSV

Puc. 5. Bizyai3zallist MOKa3HUKIB IiCIs TepepaxyHKy

Pe3ynibTaTH eKCIIEepHMEHTY Ta IX iHTepnperanis

VY nocmimkenHi Bukopuctano Bigkputuit HaOlp ganux CIC-IDS2017 [9], mio MicTUThH IeTabHI
3allUCH MEPEXEBOro Tpadiky, MITKH aTak Ta HOPMaJIbHOI AiISNTBHOCTI, @ TAKOXX OXOIUTIOE IHUPOKUH
cektp pisHoBuaiB arak (DoS, DDoS, Web-Attacks, Infiltration, Botnet, Brute-force rtomio).
ITepeBaroro CIC-IDS2017 € Te, 1o BiH Mae peanicTHYHUN Tpadik 3a IeKiabKa JHIB, KOKEH 3 SIKHX
MPUCBSYEHUN TEBHUM aTakaMm. Bcporo Habip MicTUTh ~3 MIIH MepexeBux ceciii 3 80 pizHMMHU
O3HAaKaMH.

Jnst JOCATHEHHsI I MaHOTO JOCHTIDKEHHs JaHl OyJo MIATOTOBJICHO SK 3ajady OiHapHOI
kiacudikaiii: Ko>KeH 3amuc MO3HAYEHO SIK «HOpMalbHUI» ab0 «araka» (BCl TUIK aTak 00’ €HaHI B
ONIMH «IIKiamuBui» kiac). OpurinansHi CSV-(aitnu matacety Oyno 00’€HaHO Ta BUIAIKOBUM
YMHOM pO30MTO Ha HaBYaJbHY 1 TecTOBY BMOipkH y cmiBBigHomieHHi 70/30. Ilepen HaBuaHHSIM
MojeNiel 3MIMCHeHO 0a30Be momepenHe oOpoOJeHHs AaHWX: OYHMINEHO a00 BHUIAJICHO 3alHCH 3
BIJICYTHIMHM 3HAa4€HHSIMHM TIOJIB (€Kl cecii Majiu HEKOPEKTHI 3HA4eHHsI 4epe3 MOMWJIKU 300py
JaHUX), KaTeropiajbHi aTpuOyTH (TUIl MPOTOKOIY, CIY>KOM TOIIO0) MEPETBOPEHO Ha YHUCIIOBI yepes
one-hot xomyBaHHs ab0 3icTaBIEHHS KaTeropiil 3 uyucinamu. Takoxk Oysi0 BUKOHAHO HOpMali3allito
YUCIOBUX O3HaK (METOAOM MiH-Makc 10 iHTepBaiy [0;1]) 3amnst NPUCKOPEHHS CXOJKEHHS
NITOPUTMIB HaBUaHHS 1 100 YKO/HA O3HAKa HE JOMIHYBaJIa 32 MacIITaboM.

Byno posrnsgayTo Tpu momynspHux miaxomu no FS (muB. Tabn. 1), ski BiApi3HAIOTHCS 32
crocoboM BIIOOPY O3HAK, a TaKOXX KOHTPOJIbHHUM BHUManok 6e3 Bindoopy (noFS). [lns moGynoBu
IDS-Moen BUKOPUCTAHO JIBa alTOPUTMHU MammHHOTO HaBuaHHs: Random Forest (RF) 1 XGBoost
(XGB) 3 6a3oBumu mapamerpamu. J[Jis KOKHOTO 3 YOTHPHOX CIIEHapiiB BimOopy o3Hak (noFS,
Filter, Embedded, Wrapper) i nBox moneneii (Random Forest, XGBoost) Oyi0 BUKOHAaHO OBHHUI
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UK BIAOIp 03HaK (1t TpboX MeToiB FS), HaBuaHHS MOJieni Ha HaBYaIbHINA BUOIPIll, TECTyBaHHS
Ha TECTOBIH, BUMIPIOBAaHHS Yacy HaBYAHHS Ta MPOTHO3YBAHHS, a TAKOXK OOYMCIICHHS METPUIHHX
noka3HukiB Accuracy, Precision, Recall, F1. Ilo6 3meHmmTH BumaakoBi ¢GiaykTyalii dYacy
(BLAXWIICHHSI BiJ] CEpPEAHBOT0), KOXKECH SKCIICPUMEHT TTOBTOPIOBABCS [BiUi, a CEpeH] 3HAYCHHS Yacy
HaBYaHHS 1 MPOTHO3YBaHHS BU3HAYAJIKCS 33 PE3yJIbTaTaMH yCEPETHEHHS MOBTOPIB. BumiproBaHHs
yacy BHMKOHYBajocsi 3a joromororo ¢ynkuii time.perf counter() y Python. Merpuku TouHOCTI
oOuncoBanucs 3acobamu nakera sklearn.metrics.

VY mnaBenmeHux Tabn. 2 1 Tabm. 3 mpencTaBieHI OCHOBHI pe3yiabTaTH JOCHIHKEHHS 13
BHKOPHUCTAHHIM Takux napamerpiB @« = f = 0.5,K = 36, w; = 0.55, w, = 0.25, w3 = w, = 0.1.

Tabmuns 2

Merton Mopaean N | Tirain Trs Teff Firain Tpredict F infer

1| embedded RF 52 56.30 161 60.79 0.60 0.67 0.009

2 | embedded XGBoost 52 5.20 161 9.68 0.55 0.23 0.66

3 filter RF 32 28.97 80 31.19 0.77 0.49 0.28

4 filter XGBoost 32 4.68 80 6.89 0.65 0.18 0.73

5 wrapper RF 20 24.42 1590 68.60 0.56 0.43 0.37

6 wrapper XGBoost 20 3.03 1590 47.20 0.05 0.17 0.74

7 noFS RF 80 59.50 0 59.50 0.61 0.68 0.0

8 noFS XGBoost 80 8.06 0 8.06 0.61 0.20 0.7

Tabmuus 3

Meton Mogenn N Ffum. ) S Fpe,.f Fgcale Q

1| embedded RF 52 0.99 0.99 0.30 0.35 0.763

2 | embedded XGBoost 52 0.99 0.99 0.60 0.35 0.839

3 filter RF 32 0.99 0.99 0.52 0.60 0.842

4 filter XGBoost 32 0.99 0.99 0.69 0.60 0.885

5 wrapper RF 20 0.99 0.99 0.46 0.75 0.842

6 wrapper XGBoost 20 0.99 1.0 0.40 0.75 0.825

7 noFS RF 80 0.99 0.99 0.30 0.0 0.729

8 noFS XGBoost 80 0.99 0.99 0.65 0.0 0.817

B ycix mpoBeneHux ekcriepuMeHTax BUKOPUCTaHHS METOIB Bifi0opy o3Hak FS He moripmmio
3/IaTHICTh Mojene BusBiaATH ataku. AnroputMu FS 3matHi Buyuutn no 75% o3Hak (K y
Bunajaky wrapper, 20 i3 80) 6e3 BTpaTH iHdopMarlii, HeoOXiIHOT /Ui MpaBUIbHOT Kiacudikarii. 3
ToukH 30py IDS, nie o3Havae, 110 MOKHA 3HAYHO CHPOCTUTH MOJIEN] Ta BX1/HI JaHi, 30epirmm Tou
caMuil piBeHb JAeTeKlii aTak. Takuil BUCHOBOK Y3rODKYEThCS 3 pe3ylpTataMu pooit [7, 8], ne
TaKOX BiJ3HAYAJIOCs, IO BHIAJICHHS HEPEJCBAaHTHUX O3HAK YacTO HE 3HWKYE, a 1HKOIW HAaBiTh
MiBHILY€ TOYHICTh MOJIETI 32 paXyHOK YCYHEHHS IIyMYy Ta KOJIIHEApHOCTI.

Haii6impImi BiIMIHHOCTI MDK MIJIXOJaMH TPOSBUIMCA caMe€ B HE(QYHKIIIOHATBHUX aCIEKTax.
be3 3actocyBanns FS (noFS) cucrema nemoHCTpye HairipIi MOKa3HUKM SIK 3@ HIBHIKOMAIEI0, TAK 1
3a MacmtaboBanicTio. Lle minkom owikyBaHo, ajpke Mozeni 3 80 o3HAKaMH MarOTh OUTHIINI 0OCAT
obuncieHb. 3actocyBaHHs Oyab-akoro 3 MetoAiB FS icroTHo miaBuimlye nponaykruBHicTh F_perf.
Haii6inpmuii mpupicT NpoayKTHUBHOCTI 3abe3neuuB QuibTpamiiinuii meton (aus. Tabm. 3). Lle
MOSICHIOETHCSI ONITUMAJIBHUM CITIBBITHOILIEHHSIM, a caMe noMipHui yac BukoHanHsa FS (80 c.) Ta
CYTT€BE 3MEHILIEHHS KUTbKOCTI O3HAK, 1 SIK HACIIOK — IOMITHE MPUCKOPEHHS SIK HaBYaHHS, TaK 1
nporuo3yBanHs. Embedded naB menmmii Burpamn uepes BiIHOCHO HEBEJIMKE CKOPOYEHHS O3HaK 1
3HauHmii 4yac FS, a wrapper — depe3 Hanro Benwkuid 4ac Ha FS, skuii 3MEHIIMB BUTpAIl Bif
CKOpPOYCHHS O3HAK Y TepMiHaxX e(peKTUBHOTO Yacy.

[Ilomo macmtaboBanocTi F_scale 3 Touku 30py MokiuBocTi po3ropranus IDS Ha Benuki gaHi,
TO TYT JiJIEPOM CTaB Wrapper, OCKiIbKA Mojaenb 3 20 03HaKaMu MOXe 0O0pOOJIATH 3HAYHO OLTBIII
nmoToku Tpadiky O0e3 mepeBaHTakeHHs, HiX Mozaenb 3 80 o3Hakamu. DiabTpalliiHUN TiAXIT Ta
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embedded Texx 3HAYHO MiABMIMIM MaciTaboBaHicTh Moneni (Ha 60% 1 35% Biamosigno). Ilpote
Ha TPAKTHII, Wrapper-Bigoip O3HaK JOIUIBHHIA JIUIIE SIKIIO CHCTEMAa MAa€ PeCypCH BHKOHATHU IeH
B1101p odraifH, iHAKIIIE TPUBAJIC OYIKYBaHHS MOXE HIBEIIOBATH KOPHUCTh.

[IpoananizyBaBmIM MOKa3HUKH HAIIHHOCTI, MPOJYKTUBHOCTI Ta MacmTaboBaHOCTi, OyJ0
O0YHCIIEHO 3HAYEHHS IHTErPaabHOrO IMOKasHHKa Q i pisHuX migxoxmiB (puc. 6). Haiikparum
migxomoM BusiBuBCA (inmpTpamiiaunii FS i3 XGBoost, Q = 0.885. Ile moxe ciyryBaru
PEKOMEHIALIEI0: CIOYATKY BIJACISTH SIBHO 3aiiBi MapaMeTpy MIBUIKAM CTaTUCTHYHUM METOJIOM, a
MOTIM 3aCTOCYBaTH IOTY>KHHM anropuTM kiacudikamii. Taka komOiHaiisl 3a0e3MeUnTh BHUCOKY
AKICTb BUSIBJICHHS IPY ONTHMAaJIbHIM MPOAYKTUBHOCTI Ta MacITaboOBaHOCTI.

IHTerpanbHMM NoKasHUK Q

0.885 Mognens
mm RandomForest
mm XGBoost

0.839 0.842

0.817

0.8 -

0.763

0.6 -

0.4 4

0.2 A

0.0 -
embedded filter noFS wrapper

MeTon FS

Puc. 6. 3HayeHHs iHTErpaJIbHOTO MOKa3HUKa Q

BucHoBku

VY po6oTi BUKOHAHO JOCIIIKEHHs POOJIeMH OLIHIOBAHHS SKOCTI IPOTPaMHOro 3a0e3MeUeHHs
cucteM BUsBIEHHsS BTOprHeHb (IDS), moOyaoBaHuX Ha OCHOBI METOIB MAallMHHOI'O HABYaHHS Ta
pi3HUX migxodiB no Bimbopy o3Hak Feature Selection. Ha ochoBi anamizy Oymno po3pobieHO
METOJIMKY KOMIUIEKCHOI OIIIHKU SIKOCTI CHCTEM 13 ypaxyBaHHSM BIUIMBY METO/IB Bi110OpYy O3HAK,
1m0 06’ eaHye GyHKIIOHATBHI i HEPYHKIIIOHANBHI XapaKTEePUCTUKU CUCTEMH BIIMOBIAHO 10 MOAEN1
ISO/IEC 25010. OO6rpynToBaHO BHOIp OCHOBHUX IOKa3HHUKIB SIKOCTI CHUCTEM JJISI BHUSIBIICHHS
BTOPTHEHbB: (DYHKIIIOHAJILHOI MPUIATHOCTI, HAJIIHOCTI, MPOAYKTUBHOCTI Ta MaciTaboBaHocTi. J{is
KOXHOTO 3 HHMX 3alpOlOHOBAaHO (OPMYJIM KUIBKICHOI OLIIHKH, Ha OCHOBl SIKUX (OpMY€eThCs
IHTETpaIbHUN OKA3HUK SIKOCTI.

PesynbpTati nemMoHCTpYIOTH, 110 BUOIp Merony FS Ta 3MeHIIEHHS MPOCTOpPY O3HAK CYTTEBO
BIUIMBAIOTh Ha MPOAYKTHBHICTH 1 MacmitaboBaHicTs IDS, mo oOrpyHTOBYE BKJIIOUEHHS IHOTO
(bakTopy A0 KOMITJIEKCHOI OIIHKHU SIKOCTI CYYaCHUX CUCTEM BUSIBIICHHS BTOPTHEHbD.

[IpakTHYHUM pe3yabTATOM JOCITIJDKEHHS € pOo3poOJaeHUH mporpaMHuii 3acid Ui KUIbKICHOTO
OILIIHIOBAHHS SIKOCTI CHCTEM JUJIsl BUSIBICHHS BTOPTHEHb, SKWH aBTOMATH3y€ TTOBHHHA ITUKII
eKCIIEpUMEHTIB 3 TOPIBHSAHHAM pI3HUX METOJIB BigOopy o3Hak Ta ML-mozmeneil Ha OCHOBI
BIJIKpUTHUX JIaTaCETIB MEPEKEBOT0 Tpadiky, 3 MOJANBIINM OOUYNCICHHSIM 1HTETPAIBLHOTO MOKa3HUKA
SKOCT1 Ta TOOYZI0BOIO Bi3yali3alliil pe3yabTariB.
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COMPUTER SCIENCE
KOMII'IOTEPHI HAYKH

YJIK 004.9:006.354 DOI:10.15330/itee.2025.3.05
M. B. CEMAHBKIB, kano. mexu. nayx, O. B. [[IXVH

I'EHEPATUBHI KOHKYPEHTHI MEPEXI U151 BIIHOBJIEHHA I'PA®IYHOI'O
KOHTEHTY TA 3A®APBOBYBAHHA 306PAKEHDb

Beryn

3acapOoByBanHsl 300pakeHb (image inpainting) — e TEXHIKa KOMII'IOTEPHOTO 30py, fdKa
JI03BOJISIE BIJHOBIIFOBATH Ta PEKOHCTPYIOBATH BiJICYTHI a00 TMOIIKO/KEHI JAUITHKH 300pakKeHb Ha
OCHOBI KOHTEKCTY HABKOJIMIIHIX IiKceliB. BoHA € BaKIMBOIO y JOCHIHKCHHIX KOMIT IOTEPHOTO
30py, ¢otorpadii Ta nubpoBUX Meia, 1 3aBASKH PO3BUTKY METOJIB INIMOOKOTO0 HaBYaHHS 3HAYHO
T IBUTIAJIACS SKICTh Ta MPAKTUYHA 3aCTOCOBHICTH IUX PIllICHb.

[Tpouec 3adapboByBanHs (inpainting) mnependadyae BUKOPHCTaHHA MacCKH, sKa BH3HAYae
obmacti, mo nmoTpeOyroTh BiAHOBIEHHS. 3a3BMYail Macka ()OPMYEThCS HAa OCHOBI YOPHO-OIJIOTO
MIEPETBOPEHHSI OPUTIHAJIBHOTO 300pa)KeHHs: OUIl MiKCeNl MO3HAYAIOTh AUISHKU JUIsl 3alIOBHEHHS,
YOpHI — Ti, AKI 3QJMIIAIOTHCS HE3MIHHMMH. [likcemni, BHIUIEHI MacKOI, BiJTHOBIIOIOTHCS 3a
JIOTIOMOTOI0 allTOPUTMY TeHepariii [1].

IcHytOUl TiAXOAM MO BUIAICHHS HEOaKaHUX 00’€KTIB y 300pakCHHSAX MOIUISIOTH HA JBa
OCHOBHI Kkiacu: Mmeroau 3adapOoByBaHHS Ta METOAM KOIMilOBaHHsS-TiepeMilieHHa. OcTaHHi
nepeadavyaroTh 3alIOBHEHHS JUISHKH, IO BUAASMIOTH, YACTHHOIO iHIIOTO 300pakeHHs abo iHIIOl
00J1acTi TOTO X 300pakeHHs, aje BOHU 0OMEXEH1 MPOCTUMHU CLIEHaMH Ta He e(EeKTUBHI I 001Uy
abo ckmagHuX Kommosuuid. TpamuniiiHi Meronu 3agapOoBYBaHHS BUKOPHCTOBYBAJIWCS JUIS
pecraBpallii MOIIKOKEHUX CTapux 300pakeHb a00 YCyHEHHs ApiOHMX Ae(deKTiB, Takux sK
MOJPSNIUHY, IIyM, TEKCT uu apTredaxTu [2].

CyuacHi reHepaTuBHI MeTOAM inpainting, BKI0UHO 3 GAN Ta aBTOperpecCUBHUMHU MOEISIMH,
JI03BOJISIIOTH BIJTHOBIIIOBAaTH K TEKCTYpPHIi, TaK 1 CTPYKTYpHI elleMeHTH 300pakeHb. BoHM 31aTHI
BUJANATH 00’ €KTU OyJib-s1K0i (hopMH Ta po3Mipy 06€3 MOMITHUX CIiIB, 110 OCOOIMBO Ba)KIMBO IS
00poOKHM CKIAIHUX Ta BETUKHX IUISHOK 300pakeHb. [lomanmbii AOCHIHKEHHS 30CEpeKeHl Ha
MiBUIICHHI €()eKTUBHOCTI BIIHOBJICHHS B peajJbHOMY Yaci Ta Ha afanTailii anropuTMiB A0 Pi3HUX
(hopM Macok, BKITIOUAIOUH €KCTPEMalIbHI BUTIAIKH, 1€ OUTbIA YaCTUHA 300pa)KEHHS BIJICYTHS.

AKTyanpHICT JOCHIKEeHb Yy cdepi 3agapOoByBaHHS 300pa)keHb 3YMOBJIEHA 3pOCTaIOYOI0
noTpeboI0 y BIJIHOBJEHHI Ta peJaryBaHHI HU(PPOBOr0 KOHTEHTY B yMOBax IMOIIMPEHHS BEJIMKHX
00csTiB 300pa)keHb y COIlIAJILBHUX Mepekax, Meaia Ta apxiBax. HapniiiHi MeTtomum inpainting
JO3BOJISIIOTh HE JIMINE yCyBaTH JAe(PEKTH Ta BHUIAIATH HeOakaHl 00’€KTH, ajie i aBTOMaTHYHO
BIJTHOBJIIOBAaTH BIJICYTHI YaCTMHM CKJIQHUX CIIEH, 30epiraroum iXHIO TEKCTYpPHY Ta CTPYKTYpHY
uimicHicTb. CydacHl MHiAXOAM BKIIOYAIOTh KJIACHYHI aJrOpUTMHU Ha OCHOBI IHTEPHOJSALii Ta
KOIIIOBAaHHS-TIEPEMIIIICHHsI, a TaKOXX METOIU TJIMOOKOrO HaBUaHHS, 30KpeMa TI'eHepaTHuBHI
KoHKypeHTHI Mepexi (GAN), aBTokosiepu Ta TpaHCHOPMEPH, SIKI JEMOHCTPYIOTh BUCOKY 3/1aTHICTh
70 BIJHOBJEHHS BEJIMKHUX 1 CKIQJHUX IUISHOK 300paxkeHb. OcobmuBo mnomynspHumu € GAN-
0a3oBaHi MoOJeNi, MO TOEIHYIOTh T€HEPAaTHUBHY 3/aTHICTh i3 BHKOPHCTAaHHSIM KOHTEKCTYaJTbHHX
MacoK, 3a0e3MeuylouH peaicTUUHe Ta Oe31I0BHE 3alIOBHEHHS BiICyTHIX obnactell. Po3pobka Takux
QITOPUTMIB € KIIFOYOBOIO JUISl MIABHUILIEHHS €()EeKTUBHOCTI aBTOMATU30BAHUX CHUCTEM peAaryBaHHS
Ta 00poOKH rpadiuHOr0 KOHTEHTY B PI3HHUX Taly3sX.

AHaJIi3 OCTAHHIX T0CTiIKeHb Ta MyOaiKkamii

Po3BuTOoK HampsMKy O€3IIOBHOrO BUAAJNCHHA OO’€KTIB 13 300pakeHb mependayae
BIPOBAKEHHST HOBUX apXITEKTYpP HEMPOHHUX MEPEX, ONMTHMI3alio (yHKIIIH BTpaT, 3aCTOCYBaHHS
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HOpMaJTi3alliiHUX TOTOKIB Ta METOJIB TpaHCHOPMEPIB IJIs MiABUIIECHHS TOYHOCTI, IIBUIKOCTI Ta
epexTuBHOCTI anroputmiB. CydacHi JOCHIIKEHHS IEMOHCTPYIOTh 3HAYHMN HPOTPEC y PO3BHUTKY
reHepaTUBHUX MOJIEJIe, 0 MiATBEPAXKY€E MEPCIEeKTUBHICTD MOAAJIBIION0 BAOCKOHAIIEHHS METOIIB
image inpainting Juisi JOCATHEHHS BUCOKOSIKICHOTO Ta PEaiCTHYHOTO BiTHOBJICHHS KOHTCHTY.

VY cratTi [3] 3anponoHOBaHO METO/I IMICHHTHHTY, KU JT03BOJISE€ BUIATIATH 00’ €KTH Ha OCHOBI
TEKCTOBUX I1HCTPYKI[iH, 3a0e3medyloud THYYKE KEpyBaHHS pe3ynbraroM. JlocmimkeHHs [4]
NEeMOHCTpye KackaaHy monaudikamiro GAN, 1mo BpaxoBye CTPYKTypy OO’€KTIB Ha 300pa’keHHI,
MIJBUIIYIOYM TOYHICTH BIJHOBIICHHS CKJIAMHUX CIeH. B pobOori [5] ommcano migxim mis
O€31I0BHOTO BUIAJICHHS 00’ €KTIB pa3oM i3 IXHIMH Bi3yaJlbHUMH €(EKTaMH, 110 JT03BOJISIE€ YHUKHYTH
MOMITHUX apTe(akTiB y BITHOBICHUX TUISHKAX.

[Tonmpu 3HAUYHI JAOCATHEHHS, ICHYIOYl METOJM MaloTh MEBHI OOMEXKEHHs. Y CKIIQJHUX CIIEHaX
a00 mpu BHJAJIIEHHI BEIMKOI KUIBKOCTI 00 €KTiB OJHOYACHO MOXXYTh BHHMKATH CIOTBOPEHHS abo
apredaktu. KpiM TOro, 3acToCyBaHHSI BEJIMKHX MOJENCH Ta OOMIMPHUX HAOOPIB NAaHUX POOUTH
mpolec HaBYaHHSA Ta iH(EpPEHCY pecypcoMicTKuM i TpuBamM [6—7]. Lli mpoOnemu BH3HAYAIOTH
aKTyallbHICTh TOJANBIIUX JOCHIPKeHb, CHOPSIMOBAaHUX Ha MIABUIICHHS MPOJYyKTUBHOCTI,
3MEHIIECHHS O0YHCITIOBATIBHOI CKIIQJHOCTI Ta 3a0e31eueHHs CTa0lIbHOI SKOCTI BIAHOBICHHS HABITh
y CKJIAJJHUX YMOBaX.

IMocTanoBKka 3aaa4i J0CTITKEHHA

Ty4Huit 1HTENEKT CIIPUSIB MOSBI YNCICHHUX JOAATKIB AJIs BUJAIECHHS 00’ €KTIB 13 300pakeHb,
npoTe OUTBIIICTh 13 HUX MAamTh OOMEXKEHHS WIOAO0 TOYHOCTI, IIBHAKOCTI ab0 3pydHOCTI
BUKOPUCTaHHA. METOI0 IOCHIIKEHHsS € po3po0Ka cUCTEeMH O€3IIOBHOIO BUAAJICHHA 00 €KTIB Ha
Oyab-KHX 300paKeHHSAX 3 BUKOpUCTaHHSAM Python Ta iHTerpamieto BIJOCKOHAJICHOI (QYHKIIIi BTpaT
JUIS TIABUIICHHS €(DEeKTUBHOCTI MOPIBHSHO 3 ICHYIOUMMH aHAJIOTaMHU.

JlocmikeHHsT CpsIMOBaHE Ha 3aCTOCYBAaHHS METOJIB T€HEPATUBHUX KOHKYPEHTHHX MEpPEex
(GAN) nns 3amau 3adapOoByBaHHS 300pa’keHb Ta OIHKM IX peanizalii y HpOrpaMHOMY
3a0e3MeyeHH] 3 BUKOPUCTAHHSAM yJIOCKOHAJIEHUX aIrOPUTMIB reHepallii 300pakeHb.

Cucrema Mae 3aJ0OBOJIBHATU HACTYIHI BUMOTH: BHUCOKAa TOYHICTh BiJTHOBJIEHHS 300pa’keHb;
30epexeHHsI TEKCTYPHUX Ta KOJIbOPOBUX OCOOIMBOCTEH; MiHIMAIbHUN Yac BIJIMOBI/II; BIIKPHUTICTD,
THYYKICTh Ta MOXKJIMBICTb 1HTETpallii y CTOPOHHI pillIeHHS.

Po3pobka ynockoHa/IeHOT0 MeTOAY JIfl reHepalii 300paxeHb 3 YHIKaJIbHOI0 GpyHKII€I0
BTpAT

Jnst peamizaiili CUCTEMH IHTEIEKTYaJlbHOTO BHJAJICHHS 00’€KTIB 13 300pakeHh Ha OCHOBI
TeHepaTUBHUX KOHKYPEHTHUX MEPEXK 13 KaCTOMHOIO (DYHKIII€IO0 BTPAT HEOOXiIHO BUKOHATH KiJbKa
KiovoBux etamiB. Criepiry BH3HAYAIOTHCS JDKEperna JaHWX, MICHsS YOro OI[IHIOETHCS iX SKICTb,
XapaKTepUCTHKU Ta MPUAATHICTH NJIs HaBYaHHS Mojeii. HacTymHUM KpoKoM € OoOrpyHTYyBaHHS
BHOOPY METO/1B MAallTMHHOTO HAaBYaHHS.

Etanu po3poOku MIiCTATh: aHaji3 JOCTYIHHX JIaTaceTiB, OlliHKa oOpaHoro nartacetry Places ta
oruc peanizaiii Mmetoay Ha ocHoBi GAN [8, 9].

GAN-mepexa moOyZoBaHa Ha JABOX KIFOUOBMX KOMIOHEHTAX: FeHepaTopi Ta JUCKPUMIHATOPI.
B ocHOBI 3ampormoHOBaHOT CHCTeMH JI€KaTh CIEIIai30BaHl aJTOPUTMHU JJisi 3a0e3MeueHHs
BHCOKOSIKICHOTO BiJTHOBJICHHS 300pakeHb. [ eHepaTop CkiIagaeThes 3 IBOX MiAMEPExK:

- SINet (Semantic Inferring Network) — Buniisie ceMaHTUYHI 03HAKH 3 BXiTHOTO 300paykeHHSI 3
ypaxyBaHHSM 3aMacKOBaHHMX OOacTei 3a JOMOMOTO0 MOCIIIOBHUX 3TOPTKOBUX IIAPIB.

- GPNet (Global Perceiving Network) — 3axorutioe rio0anbHHIE KOHTEKCT, 0OpOOISIFOUN SIK
BUIMMIi, TaK 1 MpPHUXOBaHI JUISHKHA; BHUKOPHCTOBYE PpO3IMIMPEHI 3TOPTKU i 30epekeHHs
npoctopoBoi iHpopmarrii [10].

[Ticnst oOpobOkm BxigHux manmx y Mepexkax SINet ta GPNet, ixHi BuXigHI 3Ha4eHHs
00’ €THYIOThCS: OpUTIHATBHE 300pa)KEHHS 3 MACKOI IHTETPYETHCS 3 BIIHOBICHHUM DPE3yJIBTaTOM
SINet, popmyroun moBHE MpeacTaBiIeHHs 300paxenHs. 1le 00’ eqHaHe mpeaCcTaBIeHHS MepeIacThCs
no GPNet nns moganpiioro BaockoHaneHHs [11]. Takuii miaxin miaBUINYE SIKICTh CHHTE30BAaHHMX
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JAHUX 1 YCKJIQJHIOE 3aBJaHHS AUCKPUMIHATOPA, SKUW MOBUHEH €(PEKTUBHO PO3ITI3HABATH CKJIAJHI
MaTEPHU Ta BU3HAYATH MMOXO/KEHHS 300paxeHHs [ §].

Mopenps mnpuiimMae Ha BXig aBa 00’ekTh: OiHapHY MacKy, IO IT03HA4Ya€ PETiOHU IS
BI[HOBJICHHS, Ta came 300paxeHHs (peadbHe abo cumHTe30BaHe). (OCHOBHa 4YacTHHA
JUCKPUMIHATOPA CKJIAIA€ThCS 3 IMECTH TOCTIIOBHHUX KOHBOJIOLIMHUX IIApiB, SKi IOCTYIIOBO
BUJIUISIIOTh O3HAKH 3 BXiAHUX AaHuX. OCTaHHIA KOHBOJIOIIMHMIA map 3acTocoBye akTuBalito Leaky
ReLU, mo BBOAUTH HENIHIMHICTH 1 JO3BOJISIE MOJEIIOBATH CKJIQJHI 3aJIEKHOCTI, YHUKAIOUH
npobnemu «Bumupatodoro ReLU». Ha Bigminy Bin cranmaptHoro ReLU, Leaky ReLU no3Bossie
HEBEJIMKOMY HETaTUBHOMY TPaJi€HTy IPOXOJUTH dYepe3 Iap, IO IOKpallye CTaOUIbHICTh
HaBuaHHs [12-13].

Buxin auckpumMinaropa GopMmye BEeKTOp O3HAK, SKHH arperye XapakTepUCTHUKU 300payKeHHS Ta
MOKe OYTH BUKOPHCTAHUUN JJIs OIIIHKY SIKOCT1 3T€HEPOBAHOTO KOHTEHTY.

Y pocnimKeHHI TPEACTaBICHO HOBUM IMMIAXiA 10 TEHEPATUBHOI MEpeXi Ta Crelliani3oBaHy
¢dyskuiro Brpart st 3agad GAN i3 3adapOoByBaHHS 300paKeHb. 3alIPOIIOHOBAHE PIilIEHHS YCYBa€e
npoOiieMy HEJIOCTaTHBOI JeTaiizallii, XapakTepHy s T[ONEpeqHIX METOIiB. 3aBAsSKU
OINITUMI30BaHIN apXiTEKTypi CUCTeMa JEMOHCTPYE MOKPAIICHI pe3yIbTaTh MOPIBHSIHO 3 ICHYIOUNMH
MIIXOJaMHU.

Jns GAN mozeni po3po0sieHO HAacTymHi pOpMyIIH, SIKi KOHTPOJIIOIOTH HaBYAaHHS TeHepaTopa
Ta JUCKPUMIHATOPA:

Lgen =—Ex [DG(X)]+A4Lp + 4oLy, (1)
Lgen = Ex [Lreal (G(X))]+ E;[L fake (G(D(X))]+ 4 L2 + A2 Ly, (2)
ne Lgen— QYHKIIST MOMIJIKH TeHepatopa; Lrea — (yHKIIS BTpaT sl pealbHUX 300pakeHb;

Ex— me ouikyBauHs, 1m0 300paxkeHHs € peanbHHX; D(G(X))— BHXim muckpuminatopa D, skwuii
npuiimae 3rerepoBane 300paxenHs G(X) sk BXin, E; — ouikyBaHHS 3a JaTeHTHUMH 3MIHHUMH Z;
Lo, Aoy — perynspusariiini uienn i3 koediientamu [14].

3aBASKU CUCTEMI 1HTEJIEKTYalbHOI'O BUAAJIIEHHS, pO3POOJIEHOT Y MeKax JaHOTO JOCIiIKEHHS,
KOPUCTYBadl MaroTh 3MOTy MoJU(iKOBYBaTH pi3Hi (oTorpadii i3 MiHIMaJIbHUMH apTedakTamMH,
aJanTOBYIOYH X JI0 BIIACHUX TOTPEO.

@yHKLIT BTpaT OLIHIOIOTh HACKUIBKM KOMIIOHEHTH HEHMpPOHHOI Mepexi BUKOHYIOTb CBOIi
3aB/IaHHA: TEHEpaToOp Ma€ BIATBOPIOBATHU PEATICTHUHI 300paK€HHS, a IUCKPUMIHATOP — BIAPIZHIATH
CIpaBXHI BiJ 3reHepoBaHuX. CurmoifanbHa (YHKISI HA BHXOJI JUCKPUMIHATOpa IMEPETBOPIOE
HOro 3Ha4yeHHs Ha HMMOBIPHICTH TOrO, IO 300paKEHHS € peaJbHUM, L0 BIUIMBAE€ Ha BEIUYUHY
BTPAT: YUM TOYHIIIA MOJENIb, TUM MeHI BTpatu. [li yac HaBYaHHS Baru W mapaMmeTpu Mepexi
ONTHUMI3YIOThCSI Ha OCHOBI 3Ha4deHb (QYHKINI BTpaT, IO JO3BOJISAE AJITOPUTMY IOCTYIOBO
MOKpAIyBaTH TOYHICTb BiTHOBJICHHS.

N
generator_loss = —% > fake_outputi + 11Lo joss + 421 oss (3)
i=1 - -

discrimiator _loss = real _loss + fake _loss+ 411y joss + 421 oss (4)
JIe BTpaTa Jijisl peasibHIX 300pakeHb

real loss = —%ZiN: 1log(o(real _output;))

Ta BTpaTa Jyis 3reHepOBaHUX 300pakeHs [15]
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fake loss = —% ZiN: 1log(1-o(real _output;))

VY xoai ekcriepuMeHTIB OyJi0 MpoTecToBaHO pi3HiI (yHKIII BTpar. BimbmiicTe craHAapTHUX
BapiaHTIB a00 YCKJIaJHIOBaIM OOYHCIICHHS, a00 HE IMOKpallyBald pe3yJbTaTH. 3alpOrOHOBaHA
crcTeMa MO€EIHYE JICKUTbKa TUIIIB BTPAT 13 MOXKIIMBICTIO HAJIAIITYBAaHHS Bar Uil KOXKHOI 3 HUX, L0
JI03BOJISIE TEHEPATOPY CTBOPIOBATH OUIBII PeaTiCTHYHI 300pakeHHs. 30Kpema, KOMOIHyBaHHS
anBepcapHoi BTpatu 3 L1 Ta L2 BTparamu 3abe3neuyye BUCOKY SKICTh BiJIHOBJICHHS, 3MEHIIYIOUH
PO301KHICTh MIJK OpUTIHATLHUMH Ta BiTHOBJICHUMH JiIsTHKaMu [15].

[licna peamizamii cUCTEMH NPOBEACHO CEpil0 EKCIIEPUMEHTIB 3 METOI OLIHKU ii poOOTH.
TecTyBaHHS TPOBOIUIIOCS Yepe3 aHAJI3 Bi3yalbHUX MapaMeTpiB, M0 0a3yeThCs HA CyO €KTUBHOMY
Bi3yanbHOMY cripuitaaTTi. Ha puc. 1 mogano npuxiag po6otu GAN mexaHizMy.

0)

Puc. 1. Ilpuknag pe3yapTaTy poOOTH CUCTEMH: a) IOYaTKOBE 300paKeHHS,
0) BUIAJICHHS JIepeBa 3 IPaBoi YaCTHHH 300pakeHHS

PesynbraTi mokazanM 3HAYHE IOKPALIEHHS $KOCTI BiJHOBJIEHHS 300pa)K€Hb: CEpeIHE
3Ha4YeHHs (DYHKIIIT BTpaT TeHepaTopa 3HU3WIOCH Ha 65% MOPIBHSHO 3 0a30BOI0 MOJEILIIO, a TIPH
MOPIBHSHHI 3 IIMKJIIYHOIO BTPATOIO criocTepiranocs nokpamienus 2—3%. [Ipu upomy yac o0unciIeHb
3QJIMIIMBCS  CTaOlTbHUM, 3POCTAaHHS CEPEIHBOTO Yacy OJHI€l iTeparii He mepeBuIryBaio 2%.
IIpoBenena ouiHka e(EeKTUBHOCTI KacTOMHOI (yHKIIT BTpaT AEMOHCTpye 1Ii TmepeBaru Han
CTaHJIaPTHUMH METOJIaMH Ta MiATBEP/KY€E MPAKTUUHY LIHHICTD JUIsI 3a/1a4 image inpainting.

BucnoBku

JlocmiKeHo akTyallbHI MiIXOAW JUIs BUJAJICHHS Ta CTBOPEHHS TEKCTYPH 3 METOIO 3aIIOBHEHHS
NOTpiOHMX YacTUH. YJIOCKOHAJIEHO METOJ| I'eHepalii KOHTEHTY 13 3aCTOCYBAaHHSM YHIKaJIbHOI
¢byHKIIi BTpaT, fKa 3a IMOKa3HMKAMHM TOYHOCTI Ta Yacy BUKOHAHHS NEPEBUILYE PO3IIISHYTI
KOHKYpEHTHI peanizaiii. Po3po0ieHo cucremy BHIaneHHS 00’ €KTiB 13 HUPPOBUX 300paxeHb, M0
BukopucTtoBye anroput™ GAN Ha 6a3i Python Ta ioro 6i6mioTex 11 0OpOoOKU KOMIT IOTEPHOTO
30py.

Pe3ynbrati NIEMOHCTPYIOTh 3a/JI0BUIBHY SKICTh BHAQJICHHS CTPYKTYp 13 300paKe€Hb 3
MiHIMaJIbHUMH apTedaKTaMy, HaBiTh MPH HU3bKIA PO3AUTBHIN 3MaTHOCTI 3a KOpOTKUi yac. OHaK,
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TOYHICTh BIJIHOBJICHHS MOXE 3HIDKYBaTHUCA TMpU PoOOTI 13 CKIAAHMUMH YH JI€TaTi30BaHHUMH
300paxeHHAMU. Y JOCHIKEHHI Oylia po3pobiieHa METOIUKA BUAAJICHHS 00 €KTIB 3a TOTIOMOTOIO
1HTEerpaIlii CydacHUX THIIB apXiTeKTyp HEHPOHHUX MEPEX 3 YHIKAIbHOIO (DYHKIIIEIO BTpaT.

Po3pobniene pimieHHss 103BOJISiE aBTOMATH3YBAaTH MPOIECH pelaryBaHHS 300pakeHb, IO
3MEHIIIy€ BUTPATH Yacy Ta PecypciB, HEOOXIHMX /Il BUKOHAHHS TaKUX 3aBJaHb Bpy4Hy. Cucrema
3a0e3neuye JOCTYI 10 IHHOBAI[IfHMX TEXHOJIOTiH JUIs HMIMPOKOTO KOJa KOPUCTYBAdiB Ta 3HHUIKYE
BUTpPaTH Ha CIIEI[ialli30BaHe MporpaMHe 3a0e3NeyYeHHs. 3aBISKA LbOMY pO3pOOKa Mae He JIUIIIe
HAayKOBE, a W COLIaJIbHO-€KOHOMIYHE 3HAYEHHS, CHPUSAIOYH IOCTYIMHOCTI OOpOOKHM Bi3yajbHOI
iHdopmarrii.
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A GAMIFIED WEB ASSISTANT FOR SUPPORT OF LEARNING PROCESS

Introduction

Lifelong study is one of the key features of modern society. However, each age group of
learners requires specific teaching methodologies to organize studying process in the most efficient
way. One of the most flexible teaching methodology is gamification of the learning process
[1-4, 10]. Gamification offers a wide spectrum of mechanics to introduce into the learning process
in order to make it interesting for learners of different ages [5-9].

Recent researches prove the efficiency of gamification introduction into the educational
process [1-4, 10]. However, most of them are focusing on the theoretical or methodological aspects
of this process without introduction of the respective hardware and / or software solutions [5-9].
While being possibly more engaging, hardware gamification solutions could be too expensive in
order to be affordable for an average school or university, especially in developing countries.
Therefore, software solutions can be more affordable because of requiring only a computer or
computer-like portable device for their usage.

Many of existing educational solutions with gamification feature onboard introduce only
several mechanics being more an interactive book rather than a game [11-14]. In most cases, it
results in insufficient level of learner’s engagement looking like a game being a reward for learner’s
effort. At the same time, games with practical educational elements have proved to be effective in
both engagement and learning outcome e.g. a game that incorporates tasks related to specific topics
in secondary school physics course [10]. In order to beat levels and bosses in this game, pupils
should use specific knowledge from the physics course. Players wish to complete the game and
therefore return to a specific topic of the textbook. This is how the game fuels the learning effort
while raising the engagement level.

Despite possessing high level of engagement, educational games are always at risk of turning
into an entertainment without significant learning outcomes. One way of saving the balance
between entertainment and education is to introduce both practice and theory in the game turning it
into a useful assistant for teachers and learners.

The goal of this research is to develop a gamified web assistant to support Chemistry, English,
HTML/CSS and Mathematics courses.

The scientific novelty consists of successful development of the gamified web assistant to
support Chemistry, English, HTML/CSS and Mathematics courses ensuring up to 37% higher level
of enjoyment of learning in comparison to regular learning while maintaining the learning outcomes
at the sufficient level.

Gamified web assistant

In terms of software development, there is always a question of what platform to choose
[10, 15]. Mobile devices are more flexible in terms of where and when to study and cheaper than
computers. On the other hand, smaller screen size can be inconvenient when it comes to texts,
formulas and visualization of graphs or spatial objects. Besides, there are multiple options
concerning operation systems that remain a topical issue for both portable and stationary devices.
Despite all the described advantages and disadvantages, the short answer for question “What
platforms to cover?” is “All of them!”

In order to cover most of the existing platforms, two options are available:

1) development of the standalone build for each platform;

2) development of the web application.
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The first option offers more stable solutions, high quality graphics, and theoretically unlimited
access to system resources. On the other hand, there are high development and support costs
because of hiring i10S, Android, Windows, Mac OS, Linux, etc. developers and technical specialists
and respective license payments [3, 15]. Although cross-platform technologies can be used, bug-
tracking support costs for each platform cannot be omitted.

The second option while offering limited access to system resources and mid-range quality of
graphics is significantly more inexpensive in terms of development and support [3, 15]. However,
web applications are sensitive to network issues and this disadvantage should be taken into account.

In this project, the second option is chosen because it offers cross-platform and inexpensive
solutions considering that nowadays an Internet connection is widely available at home and at the
educational institution. Thus, a web assistant for support of learning process is developed and
tested. The proposed solution offers assistance in teaching Chemistry, English, HTML/CSS and
Mathematics. The web application consists of four top-level components corresponding to each of
the mentioned subjects.

Chemistry component

The Chemistry component aims at enhancing learner’s skills in several topics of this subject.
This component consists of a game with multiple levels matched a single plot. In the proposed
game, the user takes on the role of a hero tasked with saving a princess from the castle full of
locked doors, traps, puzzles and mysterious enemies.

The first level of the game offers a descriptive example of the whole component gameplay. To
successfully navigate this level, the player must thoroughly study the following topics: "Acids,"
"Bases,"” and "Chemical Equations.” The essence of the gameplay at this level lies in utilizing flasks
containing various acids (Fig. 1). Each lock on the castle doors is composed of a specific material.
The player must dissolve these locks by applying specific acids to them in order to open the doors
and help the hero to get into castle. Because of material specificity, not all of the locks “interact”
with a particular liquid in the flasks. Thus, the player needs to apply previously acquired knowledge
to distribute resources correctly.

Fig. 1. The first level of the Chemistry component

The described level utilizes the following chemical equations [16]:

Zn(s) + 2HCI(aq) — ZnCla(aq) + Ha(q), 1)
3Cu(s) + 8HNOs(ag) — 3Cu(NOs)2(aq) + 2NO(g) + 4H20(1), )
Fe(s) + H2SO04(aq) — FeSOa4(aq) + H2(g), (3)

where (s) denotes solid physical state, (aq) denotes aqueous solution, (g) denotes gas physical state,
(I) denotes liquid physical state.
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In the reaction (1), zinc (Zn) reacts with hydrochloric acid (HCI). The basic idea is that an acid
reacts with a metal to form a salt and release hydrogen. In this context, hydrochloric acid reacts
with zinc, dissolving it and forming salt and hydrogen. In the reaction (2), copper (Cu) reacts with
nitric acid (HNOs). In this context, nitric acid reacts with copper, dissolving it and forming a salt
(copper nitrate), nitrogen oxide gases and water. In the reaction (3), iron (Fe) reacts with sulfuric
acid (H2S0a). In this context, sulfuric acid reacts with iron, dissolving it and forming salt and
hydrogen [16].

In case of insufficient knowledge and application of wrong acid to the lock, the player loses the
respective substance and gets the opportunity to retry only after a certain time interval. The last
measure prevents the learner from brute forcing the solution and encourages them to refer to the
theoretical part of the course.

English component

The English component is a platform with several tabs offering distinct activities. The first tab
offers tests that are divided into 4 levels of difficulty: Al, A2, B1, and B2. The essence of the test is
that a random word in English appears on the screen, and 4-6 answer options are shown proposing
different translations. The user’s task is to choose the correct answer (Fig. 2). Levels B1 and B2 are
initially locked. In order to unlock them, the player needs to pass the first level. The test is
considered to be passed successfully if the percentage of correct answers is greater than or equal to
80. The test also has a timer, which can be paused. The time provided for each test is 10 minutes.
Tests are always randomly generated, e.g. two consecutive Al tests will be different in both
questions and their number. B1 and B2 tests include idioms and phrases, and the user needs to
choose the correct interpretation.

00:00:09:58

can/tin
@ [OIBIIHILT, TVBIEP € nwcrs
A PYIKA @iBarTiPA
@5ALAHKA @ opEHIYBATH
=

Fig. 2. Interface of an English test (6 answer options are given in Ukrainian)

The principle of closed levels is a good example of implementation for gamification because it offers a “journey
to success”. Each closed level is a new stage of learner’s journey. In order to unlock the next level,
users should successfully complete the current one. Thus, each level becomes a challenge but also
an opportunity to discover content that is even more interesting. The principle of closed level also
implements a concept of gradual development because the gamified system mimics the process of
gradual development[1, 3, 4, 6]. Closed levels in this case represent degrees or stages of
development that the user must pass to reach new heights.

Additionally, the platform analyzes the statistics of each attempt, and the player is able to see it
in a separate tab (Fig. 3). The statistics show the completion time, answers chosen, and correct
answers. With a help of statistics tab, the learner can summarize their progress and analyze mistakes
in order to fill the gaps in their vocabulary.
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Fig. 3. Interface of a statistics tab

The third tab offers a platformer game. The player controls the main character, who embarks
on a journey through an impressive structure filled with dangers (Fig 4). The player’s task is to
avoid various obstacles such as spikes, moving platforms, collapses, and other hazards that may
threaten the hero’s life.

ol

AT

Fig. 4. Interface of the platformer game in English component

Along the way, the player will encounter chests located on different levels of the game. Each
chest contains a word in player’s native language that the player must translate. This word could be
a key element for solving a puzzle on the next level or further stages of the game. For example, the
player may encounter a chest with the word "light." After opening the chest, the player receives the
word "light." This word turns out to be important for understanding a certain puzzle on the next
level or subsequent stages of the game. The game effectively utilizes the interactivity of the
platformer, combining it with puzzle elements and an educational component. This makes it
interesting and challenging for players of all ages and language proficiency levels.
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HTML/CSS component

The HTML/CSS component offers a collectible card game for learning HTML/CSS. This
approach combines theory learning with practical exercises. The game-based card learning for
HTML/CSS aims to teach the basics of working with HTML and CSS using a card-based
mechanism. The player receives cards with specific concepts, properties, or tags, such as
"background-color,” "border," "div," etc. The information on these cards helps learners to grasp the
theoretical aspects of programming languages.

One of the key aspects of this game is its gamified approach. The player is rewarded with code
cards that they can use to build their own web elements. This mechanism resembles collecting
collectible cards and motivates the player to continue learning.

After learning the theoretical part, the player could test their knowledge in task mode. In this
mode, the player is presented with specific tasks, such as creating elements with certain properties,
which they must reproduce using their own cards. For example, the player is tasked with creating a
blue square with a red border (Fig. 5).

hackoround . :
-color: blug; [ vello 5:15%; : e 2ight 4500 <ih1>

3aronoeok

-

Fig. 5. Task presentation before its completion in HTML/CSS component

In order to complete the task, the player should choose the correct combination of cards
corresponding the correct combination of HTML elements and CSS rules (Fig. 6). The player can
observe the results of current card combination and alter the cards chosen, grab new cards from the
deck or ask the game for a hint. The more cards are in player’s deck, the more complicated tasks
they can accept in order to progress further.

Game-based card learning for HTML/CSS reflects modern approaches to education, combining
gamification with the acquisition of programming theory [1-3, 6, 7]. This method stimulates active
player participation and promotes effective learning, making the learning process more engaging.

Mathematics component

The Mathematics component consists of two major modules: learning module with tasks
typical for class-based lessons and gamified module with in-game tasks utilizing the learned
theoretical part of the certain topic.

The landing page of the learning module is a lobby with levels to be unlocked by completing
the previous ones (Fig. 7). Each level consists of several stages containing theory and practical
tasks. The level is completed if all its corresponding tasks are solved correctly.
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Fig. 6. Completed task appearance in HTML/CSS component

Fig. 7. Lobby with levels in the learning module of the Mathematics component

The gamified module offers a game "Forest under threat: Hero with mathematical abilities".
The main character, while studying mathematics, finds out that thieves are trying to destroy the
forest and decides to use their mathematical skills to save the home of forest dwellers. The
gameplay consists of solving mathematical puzzles, enlisting forest dwellers for a help, and
expelling the thieves. For example, player can place a trap for thieves by simplifying the given
algebraic expression. In case of a battle scenario, the player is tasked to place the forest warriors in
vertices of the rectangular with area equal to 20 m2, etc. As all preparations are done, the battle
scene starts (Fig. 8) and the player can observe the outcomes, analyze their strategy, and correct
mistakes if the battle was unsuccessful.

Combination of knowledge application and elements of a strategic game produces a high level
of motivation for learners to improve their math skills in both theory and practice.

Effectiveness test

The efficiency analysis was performed with the help of group of 12 undergraduate adult
students of the “Information Systems and Technologies” program at Vasyl Stefanyk Carpathian
National University in Ivano-Frankivsk, Ukraine, who volunteered to provide their feedback
required to estimate the benefits of the proposed web assistant.
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Fig. 8. Battleground in the gamified module of the Mathematics component

Half of the group was offered to study the following topics:

- “Chemical equations” in Chemistry;

- “Bl vocabulary” in English;

- “Box model: styling” in HTML/CSS;

- “Geometric figures on the plane” in Mathematics;
using the proposed web assistant. The rest of the students were offered to study the same topics in a
regular way using books, learning videos, etc. After the completion of the learning course all
volunteers were tested for their knowledge with the same tests resulting in the mark in range from 1
to 10 points for each of the learning courses. They were also asked to rank their experience in terms
of learning engagement and enjoyment of learning in range from 1 to 10 points for each of the
learning courses.

The average values of the given ranks were calculated excluding the highest and lowest values
using the following expression (4) [3, 8]:

n
Z Xi — NmaxXmax — Mmin Xmin

TrimMean= 1= : 4)

N—=Nmax — Nmin

where x; denotes the ith rank (in points), i=1,...,n, n denotes the number of ranks, nmax denotes
the number of the highest ranks, xmax denotes the value of the highest rank, nmin denotes the number
of the lowest ranks, xmin denotes the value of the lowest rank.

The calculated average rank values for every course can be found in table 1 for the proposed
web assistant and in table 2 for the regular learning. Table 3 contains the ratios between the data in
table 1 and table 2 showing the advantage of the proposed solution over the regular learning
process.

Table 1
Average estimation ranks for the proposed web assistant

44

Course Learning outcomes | Learning engagement Enljoymfent of
earning
Chemistry 6.76 5.92 7.04
English 7.23 7.61 6.08
HTML/CSS 8.04 8.43 8.22
Mathematics 5.64 6.50 7.37
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Average estimation ranks for the regular learning

Course Learning outcomes | Learning engagement Enljoym_ent of
earning
Chemistry 6.65 7.33 5.84
English 7.04 6.04 5.32
HTML/CSS 7.73 6.63 6.48
Mathematics 7.39 6.23 5.38

Table 2

Table 3

Ratios between average estimation ranks for the proposed web assistant and the regular learning

Course Learning outcomes | Learning engagement Enljoym_ent of
earning
Chemistry 1.02 0.81 1.21
English 1.03 1.26 1.14
HTML/CSS 1.04 1.27 1.27
Mathematics 0.76 1.04 1.37

Obtained results can be visualized using radar diagrams (Fig. 9) in order to comprehend
advantages and disadvantages of the proposed solution in comparison to the regular learning

process.
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——Proposed Web Assistant ——Regular Learning

Learning outcomes
10

8

a)

Enjoyment of
learning

Learning
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Fig. 9. Radar diagrams of the average estimation ranks for the proposed web assistant
and the regular learning for the Chemistry course (a), for the English course (b),
for the HTML/CSS course (c), and for the Mathematics course (d)

From the results obtained (Table 3 and Fig. 9) it follows that introduction of the proposed web

assistant shows distinct level of efficiency for different courses. In case of Chemistry, learning
outcomes are on the same level as for regular learning, however learning engagement is 19% lower
while enjoyment of learning is 21% higher. Large number of learning videos demonstrating real
chemical reactions that are always engaging probably causes lower learning engagement rank. This
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result seems to be scalable for the real-world classes with chemical reactions right before the
learner’s eyes.

In case of English, learning outcomes are 3% higher, while engagement and enjoyment are
26% and 14% higher respectively. It seems that learning vocabulary depends not on the motivation
level but on learner’s abilities to learn the foreign language.

In case of HTML/CSS course, learning outcomes are 4% higher, while engagement and
enjoyment are both 27% higher. The reason for the not so high performance at learning outcomes is
the professional skills of the study participants. They are all proficient at programming, so it is not
hard for them to learn how to code from regular sources full of code listings. At the same time, all
participants highly appreciated the gamified way of learning how to code, so the proposed solution
seems to be optimistic at learning outcomes improvement in case of learners not experienced in
programming.

In case of Mathematics, learning outcomes are 24% lower, while engagement and enjoyment
are 4% and 37% higher respectively. It seems that learners tend to lose focus while playing the
game or they can just brute force solutions without understanding the task requirements to progress
through the game. At the same time, gamified Mathematics course is in demand in order to make
the learning process not so boring.

Conclusions

The proposed web assistant offers an engaging and enjoyable learning process for different
courses but obviously has its flaws. While the Chemistry course requires engaging visualizations of
the chemical reactions and Mathematics course requires balancing in order to stop learners from
brute forcing it, the whole application raises the level of enjoyment of learning up to 37% in
comparison to regular learning. It means that application of the proposed web assistant in learning
process can reduce the stress of learners on the corresponding value while maintaining the learning
outcomes at a slightly higher level.

Further studies consist of polishing the existing gamification mechanics and introducing the
new ones and gathering feedback from learners and teachers at educational institutions.
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COMPUTER ENGINEERING
KOMII'IOTEPHA IH)KEHEPIS

YJIK 004.6:004.9:004.031.43 DOI:10.15330/itee.2025.3.07
M .®@. I[IABJIFOK, kano. ¢hiz.-mam., nayk, B. B. MAPTHUHIOK

CYYACHI METOIH EJIEKTPOHHOI'O CIIOCTEPEXXEHHS 3A
CEPLHEBO-CYIUMHHOIO AKTUBHICTIO

Beryn

CepueBo-cynunHi 3axBoproBanHs (CC3) HanexaTh 10 NPOBIAHUX MPUYUH CMEPTHOCTI y CBITI
Ta € OJIHUMH 3 HAWIIOIIMPEHIMINX MMaTOJIOTIN JIFOACHKOTO opranizMy [1—4]. CBoevyacHa AiarHOCTHKA
ta npodimaktuka CC3 HaOyBarOTh OCOOJIMBOI aKTYaJIbHOCTI, @ CydYacHI TEXHOJIOTII JO3BOJISIOTH
peaii3oByBaTH 1HHOBAIIiHI METOIM MOHITOPUHTY Ta aHamizy ¢i310J0r1YHUX TOKA3HUKIB Y
peanbHOMy dHaci. Ilepexin Bil peakKTHBHOTO MHiAXOAYy 0 MPOQIIAKTUYHOI, MEPCOHAII30BAHOI Ta
IPOrHOCTUYHOT MEIUIMHU Nepeadadae MOCTIMHE CIOCTEPEXKEHHS 3a CEpLEBOI0 aKTUBHICTIO, II0
migBHUILy€e e(QEKTUBHICTh BHUSBICHHS BIIXWIEHb 1 3amo0irae KpUTHYHUM cTaHam. Po3poOka
MOPTATUBHUX CHCTEM MOHITOPUHIY CEpLEBOI isUIBHOCTI J03BOJISIE NPOBOAMTU Oe3lepepBHY
IiarHOCTUKY y Oynb-sSKMX yMOBaX, BIAKPHUBAIOYM HOBI MOXIJIMBOCTI Il KIIHIYHOTO 3aCTOCYBAaHHS
Ta 1HAUBIYaIbHOTO KOHTPOJIIO 3J0POB’S.

MeTtoauka po3po0Ku NOPTATHBHOI CHCTEMH MOHITOPMHIY CepleBoi AisJIbHOCTI

[TopratuBHAa KOMII'IOTEPU30BaHA CHUCTEMA MOHITOPHUHIY CEpLEBOI JiSUIBHOCTI JIFOJUHU
CTIPOEKTOBAHA JJIsl POOOTH Y NEKITBKOX PEXHMAaX, IO 3a0e3MedUyloTh KOMIUIEKCHUI KOHTPOJIb 32
CTaHOM cepleBUX puTMiB. KoxkeH pexum BuKOHye cnenudiuni QyHKuii 360py, oOpoOku Ta
nepeaadi JaHuX, 10 JI03BOJIsIE OTPUMYBATH TOYHY Ta HAOYHY 1H(OpMaIIi0 Mpo cTaH cepud [5, 6].
bnok-cxema po0oTH poieMOHCTPOBaHO Ha puc. 1.

Pexxum 300py nanux 3a0esneuye HEmepepBHE OTPUMAHHS CHUTHAJIB 13 CEHCOPIB MPOTATOM
3ajaHoro iHTepBany uacy. EKI'-curnan HanxoauTb OO0 MIKpPOKOHTpPOJIEpA, 1€ BUKOHYETHCS
nonepenns 1udpona 06podka: GpuasTparis nepemkon (cmyrosuit Gputetp 0,5 - 40 ', notch-bimsTp
50 T'm), HOpMmamizamisi Ta (oOpMyBaHHS YacCOBUX psAiB 13 MiTkamMu uacy. Ilicms mporo paHi
CcTpyKTYypytoThes y dopmati JSON 1 roTyr0oThCs 10 TIepenayl Ha BiilaJeHui cepBep s 30epiranHs
Ta aHaizy.

[lepenada gaHuX peami3yeThCcsl 3a MOJEIUTIO «IPUCTPI — cepBep — Jikap». [Ipuctpiit uepes
Wi-Fi Hancuiae fmaHi 10 CepBepHOI YaCTHHH MEAMYHOI iH(GOpMAalidHOI CHUCTEMH, Je BOHH
30epiraloTbcsl Ta CTAalOTh JIOCTYIIHUMH CIMEMHOMY JIIKapio dYepe3 3aXulleHHil BeO-iHTepdeiic.
KonnenrtyansHo Taka Monens mnonioHa pgo eHealth, omnak y 3ampornoHoBaHiii peamizarii
nepeadadyeHo TEePCOHANI30BaHUN JOCTYN KOHKPETHOTO JIKapsi Ha OCHOBI €IEKTPOHHOI 3roju
narfiexTa.

KnrouoBum acniektoMm € kpunrorpadignuii 3axuct. Cepell mpOTOKOJIB, 110 3aCTOCOBYIOTHCS
JUIS 3aXHCTy TepelaBaHHs JaHuX, BUAULIIOTH SSL (3acrapinmii i HeGe3neunwmii), TLS 1.0-1.2 (i3
niaTpuMKor cuMmerpuuHoro mudpysanHs AES), TLS 1.3 (cyuacHuil cranaapT i3 NpUMYyCOBUM
BUKOPUCTaHHAM CTiMkuX anroputmiB), [IPSec (3axuct Ha MepexeBoMy piBHi), a Takox HTTPS sx
peanizamito HTTP mosepx TLS. s loT-pimens momupenum € MQTT i3 TLS a6o DTLS s
UDP-3’etHaHb.

YV mexax TLS 1.3 3acTocoByeThes riopuaHa Kpunrorpadgidaa cxema:

— acumetpuuHe mmdpysanHs (RSA abo amroputm obminy xmouamu ECDHE Ha ocHoBi
SMNTUYHNX KPUBHUX) BHKOPHUCTOBYEThCA Tij dvac handshake nns Oesmeunoro dopmyBaHHS
CIUJIBHOTO CEaHCOBOTO KJII0Ya;
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— cumetpuune mmdpyBanas (AES-256-GCM a6o ChaCha20-Poly1305) 3a06e3neuye mBuiake
mUQpyBaHHS OCHOBHOTO IMOTOKY JaHUX;

— xem-¢yHkiii (SHA-256/384) rapanTytoTh HUTICHICTh TOB1IOMJICHB;

— wMexanism  Perfect Forward Secrecy yHeMOXIUBIIO€ pO3MUGPYBAHHS  paHiIIe
MepeXxoIyIeHOTo Tpadiky HaBITh Y pa3i KOMIPOMETAITli MPUBATHOTO KIIFOYA.

‘ Movarok ’

A
BuaHaueHHA NiHIB, KOHCTAHT,
iHiLianisauin aMiHHWUX, CTBOPEHHRA
ob'exTiB

Y
OnutyBaHHs nasavis ans
OTPUMaHHA NOKAIHMKIB CepueBol
RQIANLHOCTI NOAWHK

A 4
OGpobka oTpuMaHux curHanis ana
BU3HAYEHHA YaCcTOTH CepLeBmx
CKOPO4€eHb

Y

Bisyanizauis indopmauii Ha OLED
auennei

BHUABNEHO aHOManNbHWA aK

CHrHan cepuesoro puTMy? +
BinrsopeHHs 3BYKOBMX

cur{anis
Hi I

o

Y
Beranosnenna Bluetooth
3'elHAHHA Ta Nepenava curHanis
EKI ana sigoGpaxeHHa Ha
mobBinbHOMY foaartky

Y

| Kineub |

Puc. 1. brok-cxema anroputMy poOOTH CUCTEMH

[Iponiec aemmdpyBanHs BiOyBaeTbCcs Ha CepBEpl MIISXOM BUKOPHUCTAHHS BiJIIOBIIHOTO
CEaHCOBOIO KJ0O4a, Cc(HOPMOBAHOrO MmiJ dYac KpuntorpagiuHoro ob6miny. Takum YuHOM
3a0€3meuyr0ThCsl KOH(PIACHIINHICT, aBTEHTHYHICTD 1 IUTICHICTh MEIWYHUX JaHUX. 3 OISy Ha
KPUMITOCTIMKICTh 1 MIiHIMI30BaHWI 4Yac BCTAHOBICHHS 3 €HAHHS, ONTUMAIbHUM BUOOPOM ISt
cuctemu € HTTPS a60 MQTT mosepx TLS 1.3.

Jlns mepenayi TeneMeTpii Moke BUKOPUCTOBYBaTucsi Opokep mosigomiens Eclipse Mosquitto
13 mmdpyBanasm TLS 1.3. 30epiranHsi JaHUX JOLUIBHO peaizyBaTH y XMAapHOMY CEPEIOBHIII 3
oeskomroBHuM Tapudom, Hampukian Firebase (Spark Plan). V unpomy Bunaaky EKI'-nmani
nepenarotbes yepe3 HTTPS-3anutu mo Realtime Database a6o Cloud Firestore, a gqoctym mikapst
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3abe3neuyerbes yepe3 aBTeHTH(ikamiro (OAuth 2.0) Ta poasoBy Mozenb nocTymy. PobGoty
AITOPUTMY TIepeadi JaHuX MPOJAEMOHCTPOBAHO pUC. 2.

EKG

L]

MicrocontrollerinFiltering
& MNormalization

¥

JSON\nTime Series

x
TLS 1.3\nECDHE +
AES-256-GCM

L 2

Wi-Fi Transmission

¥

Server / MQTT Broker

L 2

Decryption & Cert
Check

L 2

Cloud DB\nFirebase

¥

Doctor Web Interface

v

Analysis & Monitoring

Puc. 2. Apxitekrypa cuctemu 300py Ta 3axuienoi nepenadi EKI'-nannx

Cencop ADS8232 e cremianizoBaHUM MiJCUIIOBAa4YeM ISl 3HATTS OlomoTeHIiatiB cepus. Bin
Mpaloe 3a MPHUHIUIIOM peecTpalii eJeKTPUYHUX IMITYJIbCIB, II0 BHUHUKAIOTh NpH 30yIKEHHI
CEpPLIEBOr0 M’s3a.

OcHoBHa popmyna i1 BUX1THOTO CHUTHATY:

Vout(t) = G * Vgee (t) (1)

ne, Vout(t)— BuxigHa nanpyra curnany (MB), Vecc(t)— peanbHuit Oi0eIeKTpUYHHI TTOTSHINAT CepIis
(MB), G — koedinient miacunenns (st AD8232 tunoswmii koedimieHT cranoButh Big 100 mo 1000).
Pexxum BimoOpaskeHHs AaHuX 3abe3nedye Bizyamizauito curHaiiB Ha OLED-aucrinei Bucokoi
po3ainpHOT 371aTHOCTI. Cuctema BimoOpaxae mudpoBi Ta rpadidyHi MOKA3HUKH, IO JI03BOJISE
KOPHCTYyBady OILIIHIOBaTH CTaH CEPIIEBOi AISUIBHOCTI Oe3mocepeHho Ha MpHCTpoi. Bucoka sKicTh
Bi3yaumi3zalii poOuTh iH(GpOpMAIIiF0 JOCTYTHOIO JJIS MIBUIKOTO Ta €(EKTUBHOIO KOHTPOITIO [§].
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PexxuMm miepenadi maHux peanizoBaHuil uepes 0e3npoTosi iHTepdeiicu Bluetooth Ta Wi-Fi. Lle
JI03BOJISIE HAJCHIIATH 00pOOJIeHI 1aHi Ha 30BHIIIHI MPUCTPOI, Taki sIK cMapTHoHU ab0 TepCOHANbHI
KOMIT FOTEpH, 3a0€3MeUyr0dH BiIJTaJICHUH MOHITOPUHT Ta MOJKJIMBICTh IOJATBIIOTO 30epeKeHHS 1
aHaITi3y JaHuX y 0a3i i JOBTOTPUBAIOTO CIIOCTEPEIKECHHS.

PexxuM crioBilieHHsT TpU3HAYEHWW IS CUTHam3allii mMpo KPUTHYHI 3MIHM Y MapaMeTpax
CepIIeBOi IisSUTBHOCTI. 3BYKOBUI T'€HEPATOP MUTTEBO 1HPOPMY€E TPO MOTEHLIHHO HEOe3NeUH1 CTaH!,
110 CIIPHUSIE CBOEYACHIH peakIlii Ta 3amodirae Cepio3HUM YCKIIaTHEHHSIM.

PoboTa cucremu peaiizoBaHa 3a JOIMOMOT'0I0 0araTOCTyIIEHEBOTO alropuTMmy (puc.3).

[MovaToK

Y

3unTaTtv Temnepatypy
DS18B20 1a nynec KY-039

MepesipAaTH Yac, Nynsc Ta
Temneparypy

Y .

BMuKaemo famuumk nynecy KY-

039 3aTpuMKa Ta NoeTop i

Bmukaemo Bluetooth HC-06
"| ans 3anucy Ta nepenaui nanux

Bmukaemo LCD 12C 1a RTC
DS1302

Y

BinoOpaxaemo aaHi Ha ekpai

h 4

Puc. 3. Anropurm poboTn cucteMu

ITinroroBka Ta HaJaIITYBaHHS Ccepe0BHUINA PO3POOKHU

Jnst po3poOKu MporpaMHOi YaCTHHU CUCTEMH OyJI0 CTBOPEHO CTalijibHE Ta BiJITECTOBAHE
Cepe/IOBUILE, SIKE BKJIIOYAE Cy4acHI IHCTPYMEHTH INpOorpaMyBaHHs, Oi0JIIOTEKH Ta cepeloBHINA
BuKOHaHHSA. OCHOBHOIO MOBOIO oOpaHo Python, mio 3a0e3medye BHCOKY THYYKICTH y poOOTI 3
JAHWMH, 1HTErpallito 3 BeO-TEXHOJOTISIMH Ta peai3allilo aJropuTMiB MAalIMHHOTO HaB4YaHHs [9, 10].
Python mo3Bossie MBUIKO PO3POOIATH SK CEPBEPHY JIOTIKY, TaK 1 aHAJTITUYHI MOAYJI, OJTHOYACHO
3a0e3neuyroun JOCTYN 10 BEIHKOI KUTBKOCTI TOTOBHX 0i0mioTek uisi 0OpoOKHM CHUTHAIIB,
CTATUCTUYHOTO aHAJII3y Ta Bizyai3ailii.
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IaTepdeiic kopuctyBaya peamizoBaHo 3a mpomomororo HTML, CSS Ta JavaScript, mo
3a0e3neuye CcydacHHWid BeO-IM3aifiH Ta IHTEPAKTHBHY Bidyamizamito mgaHux. 3a jgomomoror Flask
CTBOPEHO CEPBEPHY YaCTHHY BE0-3aCTOCYHKY, sika 00pOOJIsie 3aluTH, MapIIPYTU3YE JaHi Ta Kepye
KOMYHIKaIliero Mik QpoHTeHIOM 1 0a3zor0 manux. JlokambHe 30epiraHHs iHopMaIii mTpo
KOPHUCTYBaYiB Ta MAalli€HTIB 3IHCHIOETHCS y dopmari JSON, 1m0 103B0OJISIE MIBUIKO Cepiali3yBaTH
naHi Ta 3a0e3neuye IXHIO MPOCTY 1HTETPaLlilo 3 XMapHUMHU CepBiCaMH.

Jns  aHamTHYHOI OOpOOKM MEIWYHUX CHUTHAJIIB BUKOPUCTAaHO Oi0JIOTEKH MAaITUHHOTO
HaB4aHHS, 30Kkpema scikit-learn ta PyTorch. Bouu nosBomsitors knacudikysatu curHamun EKT,
BHSIBJISITH aHOMAJIii Ta MPOTHO3YBAaTH MOTEHIIIMHI BIIXWJICHHS CEpLEeBOi MisbHOCTI. Peamizaris
ATOPUTMIB BKJIIOYAE HOpPMAJIi3allil0 BXIIHUX CHUTHAJIB, MOOYIOBY YacCOBHUX DsIiB, OOUMCIICHHS
CTAaTUCTHYHUX Ta CIEKTPAIbHUX XapaKTePUCTUK Ta HABYAHHS MOJEICH Ha peajbHHUX JaHUX.
3aBnsku Python mporpamue 3abe3neueHHst MOXe AUHAMIYHO MIAKIIIOYaTH HOBI QITOPUTMHU aHAII3Y
0e3 HeoOXITHOCTI KapAMHAIBHUX 3MiH apXIiTEKTYpH.

CepenoBunie po3pooku Visual Studio Code 3abesmeuye interparito 3 Git ajas KOHTPOIIO
BEpCiid, aBTOJOMOBHEHHsS KOy, HAaIAaro/DKEHHS, POOOTY 3 BIpTyaJlbHUMH CEpEIOBUINAMHU Ta
13ossALit0 3anexxHocTed. lle mo3BoNIsiE MIATPUMYBATH CTPYKTYpOBaHY Ta €(QEKTHBHY pO3pOOKY
MIPOrPaMHOTO 3a0e3ICUeHHsI, JIe¢ KOXKHUNH MOJYJIb TECTYEThCS OKPEMO, a 3MiHU HE BIUIMBAIOTh Ha
CTaOIIBHICTh CHCTEMHU.

[Tporpamua peanizarist st ESP32 € kir0ouoBHM €J1EMEHTOM CHCTEMH, OCKUIBKH BiH BUKOHYE
pOJb IEHTpaJIbHOTO OoOumcioBaIbHOrO Monyis. Kox mns ESP32 crBoproeThes y cepemoBHILi
Arduino IDE i moOymoBaHmii 3a TPUHIMIIOM MOIYJIBHOTO NporpamyBaHHs. KoxkeH MOIyIb
BiZNIOBia€ 3a okpemy ¢yHKio: 00pooky curHaniB EKI Ta mynascomerpa, nepeaady AaHuX depes
Wi-Fi abo Bluetooth, mudpyBanHs Ta iHTErpallito 3 CEpBEPHOI0 YACTHHOK CUCTeMH. Takuil miaxiz
JI03BOJISIE THYYKO MacIiTabyBaTH CHUCTEMY, ITiJIKIIOYAaTH HOBI CEHCOPH Ta alrOpUTMH aHaii3zy 0e3
HEOOX1THOCTI MMOBHOI IIepepOoOKH MPOrpaMHOTro 3a0e3MeveHHs .

VYV pesynbrari mporpamMHa apXiTekTypa 3alesneuye HaJliHy poOOTy CHCTEMH y pPEeallbHOMY
Yaci, IHTerpy€e aHaJmiTU4HI Ta BeO-KOMIIOHEHTH, a TaKOX TO3BOJIAE JIETKO MIAKIIOYATH JKaps A0
MOHITOPHHTY CTaHy MalliEHTa Yepe3 3aXUILEHI KaHaIH 3B 3KY.

OcobsmBocTi peanizanii

AcuHxpoHHa 00poOka: 0araTomOTOYHICTH JI03BOJISIE OJHOYACHO 30upatu, oOpobyATH Ta
nepeaaBaTy J1aHi.

besneuna mnepegava: mmM@pyBaHHS KOMYHIKalli Ta aBTeHTU(IKAIS  MiAKIIOYEHHS
3a0e3Meuyr0Th 3aXUCT NEPCOHATBHUX JIAaHUX.

JloryBaHHsI Ta KOHTPOJIb CTaHy CEHCOpPIB: CBO€UACHE BUSBJICHHS 300iB 1 BITHOBJIEHHS poOOTH
CHCTEMH.

IaTepakTBHA BeO-cucTeMa Ta MOOUTBHHM TOAATOK.

Be6-3acTocyHok peainizoBaHo 3a apxiTekTypotro MVC. CepsepHa uactuHa Ha Flask mpuiitmae
nani Bin ESP32, 30epirae ix y 6a3i Ta oOpobuisie s BinoOpaxenus. @pontenn Ha HTML/CSS/JS
BioOpaxkae rpadiku Ta TMOKAa3HUKU Yy Opays3epl KOpUCTyBaua, 3a0€3Meuyloud I1HTEpaKTHUBHUN
aHai3.

MoGinbuuit nogatok Bluetooth Graphics no3Bonse nmiaxmouuntucs 10 ESP32 uyepes Bluetooth,
OTPUMYBATH JIaHI y peaJbHOMY Yaci Ta Bi3yalidyBaTH iX Ha cMapTdoHi (puc.4). lle 3abe3meuye
MOBHUH LIMKJI MOHITOPUHTY: 30ip, 00OpoOKy, mepenady Ta Bisyatizaliro iHpopMarllii mpo cepueBy
TISUTBHICTB.

TectyBanns Ta ¢izuuna peanizauis

[TporoTun cucremMu BUKOHAHO Yy KOMIAKTHOMY Kopiryci 3 monysneM ESP32, OLED-nucmneem,
CEHCOpaMH Ta aKyMyJSTOPHUM OKuBJIEHHsAM. KoHCTpykuis 3abe3nedye IMOpPTaTHBHICTS,
ABTOHOMHICTH 1 TOUHICTh BUMIpIOBaHb (puC. 4).
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Puc. 4. ®i3uvHU BUMIIAL IPUCTPOIO

Cencop ADS8232 Bimmosimae 3a 30ip OiomoTeHIiamiB cepisi 3AIMCHIOE BUMIPIOBaHHS
napaMeTpiB CeplLeBUX PUTMIB 3a Jonomororw ¢oromierusmorpadii. Moayns microSD no3Bosise
30epiratu AaHi AJIs MOAAJIBIIOT0 aHali3y. Pe3ynbpraT BUMipIOBaHHS IMOKa3aHO Ha pHC. 5.

ECG (AD8232)

[——] ECG (mV)
1,0

0.6
0,2
0,2
06

-1.0

Motoune sHaueHHa ECG: 0.53 mV

Puc. 5. ITokasu naT4ukiB

Cucrema 3abe3neuye BimoOpakeHHS rpadiyHMX Ta HU(POBHUX MapaMeTpiB Ha JUCILIET,
3BYKOBY CHTHaJI3aIlito, OE3ApOTOBY IMepeaady JaHUX Ta IHTErpamiro 3 BeO- 1 MOOUTbHHUMH
3aCTOCYHKaMHM, CTBOPIOIOYH MOBHOIIIHHE PIIIEHHS JJIs1 MOHITOPUHTY CEPILIEBOI AiSTTBHOCTI JIFOHHU.

Bucnosxku

VY Xoai JOCHiKEHHsI MPOaHAi30BaHO Ta PO3pOOJIEHO MOPTATUBHUHN amapaTHO-TPOTrPaMHUI
KOMIUIEKC JUIsl MOHITOPHHTY CEpIIEBOi MIsUIBHOCTI Ha OCHOBI MikpokoHTpojepa ESP32.
[TpoanamnizoBaHO Cy4acHi TEXHOJIOTI] KOHTPOJIIO CEPLIEBUX IMOKA3HUKIB 1 OOTPYHTOBAHO JIOLIJIBHICTh
BUKOPHUCTAHHS O€3/IPOTOBUX PIIIEHB /IS JUCTAHIIIHOTO CIIOCTEPEKEHHs. PearizoBaHO anropuTMu
00pOoOKM CHUTHAJIB, 10 3a0€3MeUyI0Th 3MEHIIEHHS BIUIMBY HIYMIB 1 MiJBUIIEHHS JOCTOBIPHOCTI
pesynbTaTiB. ExcrepuMeHTanpHl BUMPOOYBAaHHSA MIATBEPAWIN TPANE3JATHICTh 1 TOTEHIIHHY
NPUIATHICTE PO3POOJEHOT CHCTEMHM [UIS 3aCTOCYBaHHS B NEPCOHANbHIA TeleMEeIuIUHI Ta
OlOMEINYHUX ITOCIIIHKEHHAX.
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ABSTRACTS
PE®EPATHU

ELECTRONICS, ELECTRONIC COMMUNICATIONS,
INSTRUMENTATION AND RADIO ENGINEERING

EJEKTPOHIKA, EJTEKTPOHHI KOMYHIKAIIII,
INPHJIAAOBYAYBAHHS TA PAAIOTEXHIKA

UDC 004.4:6

Digital Medical Stethoscope with Bioacoustic Signal Processing and Analysis Algorithms / 1.T. Kohut,
N.V. Shkvarok, T.l. Komaryshyn // Information Technologies and Engineering Electronics : Scientific journal, 2025,
Ne3, P. 7-11.

The paper briefly presents the results of experimental research on the development of a digital medical mobile
phonendoscope for the rapid diagnosis of human cardiopulmonary pathologies. The proposed system approach to the
design of hardware and software parts based on Arduino Nano together with Blue Tooth HC-06 will provide the
possibility of high functionality, scalability and practical value of a digital phonendoscope. Diagnostics of a person's
condition using digital phonendoscopy methods will increase the objectivity of auscultation and minimize the influence
of the human factor. Such a phonendoscope can be integrated with cloud services with the capabilities of remote
analysis and telemedical consultation and remote data transmission to specialists.

Key words: acoustic diagnostics, auscultation, bioacoustic signals, digital stethoscope, digital signal processing,
medical device software, phonocardiography.

6 fig. Ref: 10 items.

VJIK 004.4:6

Hudpposnii MeanyHmii (oHeHAOCKON 3 AJIrOPUTMAMH OOpPOOKH Ta aHAJi3y 0l0aKyCTHYHHMX CHUTHAJIB
[ I.T. Koeym, H.B. Ilxsapox, T.I. Komapuwun |/ Tndopmamiiiai TexHOMOril Ta iHmKeHepHa eaeKTpoHika . HaykoBwii
xypHai, 2025, Ne3, C. 7-11.

VY po6oTi KOPOTKO HABEICHO PE3yJbTaTH CKCIEPHUMEHTAILHUX MOCITIKCHb 3 pO3pOOKH MU(GPOBOr0 MEIUYHOIO
MOOUTBHOTO (POHEHJOCKOIIA JUIsl ONIEPaTUBHOT JIarHOCTUKHU CEpLEBO-JIEreHEBUX IATOJOTIH JIIOAWHH. 3aporoHOBaHUI
CHUCTEMHUI MiXiJ] 10 MPOEKTYBAaHHS arapaTHoi Ta mporpaMHoi yacTuH Ha 6a3i Arduino Nano paszom 3 Blue Tooth HC-
06 mO3BONHTH 3a0E3MEUNUTH MOXIUBOCTI BHCOKOI (DYHKITIOHAIBHOCTI, MAacImITabOBaHOCTI Ta MPAaKTHYHOI MIHHOCTI
mudpoBoro QoHeHHOCKOMA. JliarHOCTHKA CTaHy JIOOUHH MeTomaMu ImdpoBoi (HOHEHIOCKOMIi ITiIBUIIATH
00’ €KTHBHICTh ayCKyJbTAaIii Ta MiHIMI3y€e BIDIMB IOACHKOTO (hakTtopy. Takuilt pOHEHIOCKON MOXY IHTETpYyBaTHCS 3
XMapHUMHU cepBicaMH 3 MOJXJIMBOCTSAMHU ,IlHCTaHHiﬁHOFO aHani3y Ta TCJICMCIUYHOTO KOHCYJIbTYBAHHSA " ,I[I/ICTaHLIiI\/'IHO'l'
nepeaayi TaHuX CIIeIialiCTaM.

Kniouosi cnosa: akycTndHa JiarHOCTHMKa, ayCKyJbTallis, OloaKyCcTH4HI curHainy, uudposuii (oHeHmocKoIm,
urdpoa 00poOka cUrHAINIB, MPOrpaMHe 3a0e3NeueH s MeJMYHUX PUCTPOIB, oHOKapaiorpadis.

1. 6. Bibmiorp.: 10 Has3s.

UDC 621.316:629.113

Methods of control of power electronic converters of fast charging stations for electric vehicles with energy
storage devices / V.M. Pivnenko // Information Technologies and Engineering Electronics : Scientific journal, 2025,
Ne3, P. 12-16.

The article analyzes methods of control for power electronic converters in EV fast charging stations with energy
storage. A hybrid approach combining model predictive control and fuzzy logic with EIS diagnostics is proposed to
adapt to load variations and renewable energy integration. Mathematical models for AC-DC and DC-DC stages are
presented, including equations for power transfer, state of charge, and impedance spectroscopy. Simulations in
MATLAB/Simulink and experimental validation demonstrate a 4.5% efficiency increase, 18% reduction in current
ripples, and early degradation detection compared to traditional P1 control. The method minimizes grid impact, suitable
for networks with limited capacity. Scientific novelty lies in integrating online EIS for real-time battery diagnostics
within the control framework. Results are validated through statistical and experimental analysis, highlighting prospects
for Al integration.

Key words: power converters; EV charging; energy storage; control methods; hybrid algorithm; model predictive
control; fuzzy logic; EIS diagnostics.

1 tabl. Ref: 15 items.

VK 621.316:629.113

MeTOlIl/I KEPYBaHHA CWJIOBHMH €JIEKTPOHHUMH II€PETBOPHOBAYAMH cranuiﬁ IIBUAKOI0 3apsiiKaHHA
€JIEKTPOMOOiNiB 3 HakomuuyBauamu eHeprii /| B.M. [lignenxo [l Tudopmauiiini TexHomorii Ta iHXeHEpHA
enexktpoHika : Haykosuii sxypnai, 2025, Ne3, C. 12-16.

CrarTsi aHalmizye MeETOAW KEpPYBAaHHS CWJIOBHMH €JEKTPOHHUMH IIEPETBOPIOBAYAaMHU CTaHII IIIBHIKOTO
3aps/HKAHHS €JIEKTPOMOOITIB 3 HAKONMUIyBadaMH €HepTii. 3armpormoHOBaHO TIOPUIHUN MMiIXiMd, M0 MOEAHYE MOJECITEHE
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nepeadavyBalbHE KEPYBaHHS Ta HEYITKY JIOTIKY 3 giarHocTukoro EIS mis amanTamii mo Bapiaifiii HABaHTa)KCHHs Ta
iHTerpanii BiIHOBIIOBaHUX Jkepen. Haeeaeno matemarmuni mozpeni mis AC-DC ta DC-DC eramiB, BKIIIOYarOUd
PIBHSIHHSI TIepenadi MOTY)KHOCTI, cTaHy 3apsiay Ta immenaHcHoi crekTpockomii. Cumymsuii B MATLAB/Simulink ta
eKCIIepUMEHTaIbHA BaJliAallisl TI0Ka3yIoTh MiABHIIEHHS eeKTUBHOCTI Ha 4,5%, 3MEeHIIEHHS ITyJbcalliid ctpyMmy Ha 18%
Ta paHHE BUSIBJICHHS JAerpajanii mopiBHAHO 3 TpaauuiiinuMm Pl-kepyBanHsAM. Meroj MiHIMI3ye BIUTMB Ha MEpEXy,
MPUOATHAN Ui Mepek 3 OOMEXEeHOIO IOTYXHicTio. HaykoBa HOBU3Ha momnsrae B iHTerpamii ommaitH EIS mms
nmiarHOCTHKK Oarapei B pealbHOMY dYaci B paMKax KepyBaHHS. Pe3ymbraTe BaliloBaHO CTAaTUCTHYHHM Ta
eKCIePIMEHTAIEHUM aHANi30M, MiIKPECITIOIYH epcrekTuBy inTerpamii L1

Knrouosi cnosa: cunoBi mepetBoproBayi; 3apsmxandsa EV; HakonmmdyBadi eHeprii; MeTOIN KepyBaHHS; TiOpHIHMUIA
NTOPUTM; MOJeNbHE TiependadyBaibHe KepyBaHHS; HeUiTKa JIoTika; niarnoctuka EIS.

Tabmn. 1. bibmiorp.: 15 HazB.

SOFTWARE ENGINEERING
IHKEHEPISI TPOI'PAMHOI'O 3ABE3IIEYHEHHS

UDC 004.942+004.415:530.145

Hybrid classical-quantum algorithm and its implementation on a real quantum computer / V.M. Tkachuk //
Information Technologies and Engineering Electronics : Scientific journal, 2025, Ne3, P. 17-24.

In this work a Hybrid Quantum Genetic Algorithm (HQGA) for functional optimization problems is presented.
All basic operators are implemented using a quantum computer, while auxiliary computations, such as the fitness
function and the search for the best individual in the population, are performed on a classical computer. Quantum state
tomography is used to organize the evolutionary process — recovering the probability amplitudes of a qubit state based
on the measurement results of its quantum ensemble.

HQGA modeling is conducted using the IBM Qiskit environment with the ideal AerSimulator and models of real
quantum computers (FakeMarrakesh, FakeBrisbane, FakeKyoto, etc.). Results demonstrate that it provides fast
convergence with small population sizes, outperforming classical genetic algorithms in speed and accuracy, and
requires a small number of iterations. The evaluation of the impact of simulation parameters (noise models of real
quantum computers) confirmed the method's robustness in overcoming hardware limitations of modern IBM quantum
devices and quantum errors.

Key words: quantum genetic algorithm, hybrid algorithm, functional optimization, Qiskit, AerSimulator, quantum
tomography, superposition, entanglement.

4 tab. 3 fig. Ref.: 11 items.

YK 004.942+004.415:530.145

l'iOpuanuii KIAaCMYHO-KBAHTOBUI AJTOPUTM Ta HOro peajisalisi Ha peaJlbHOMY KBAaHTOBOMY KOMII’I0Tepi
| B.M. Trauyx I Tndopmariiiini TexHoOTI1 Ta iHXeHepHa eekTpoHika : HaykoBuii sxypnai, 2025, Ne3, C. 17-24.

Y pobori 3ampormoHoBaHo TiOpumHUE kKBaHTOBHI reHetmuHuil anroput™M (Hybrid Quantum Genetic Algorithm,
HQGA) mis 3agau ¢yHKmioHanbHOI omnrtuMmiszarii. Bci 0a3oBi omepaTopu peani3oBaHO 3aco0aMy KBaHTOBOI'O
KOMIT'FOTepa, a JTONOMDKHI OOYHMCIICHHS, K TO (PyHKIis MPUCTOCOBAHOCTI Ta MOIIYK HAaWKparioi 0COOMHM MOMyJISLiT
BUKOHYIOThCS Ha KJIACMYHOMY KoMm 'totepi. [yt opranizanii eBOJIOLIHHOTO MPoIecy BUKOPUCTOBYEThCS TOMOrpadist
KBaHTOBHMX CTaHIB — BIJHOBJICHHS aMIUITy]l IMOBIDHOCTI CTaHy KyOiTa 3a pe3yjbTaTamMH BUMIPIOBaHHS HOro
KBaHTOBOT'O aHCaMOIIIO.

IIpoBeneno momemoBanHs HQGA 3a momomororo cepenoBuima IBM Qiskit 3 BHKOPHUCTaHHSM iIeabHOTO
cumynsitopa AerSimulator Ta Mozeneit peanbHuX kBaHTOBUX Komir totepiB (FakeMarrakesh, FakeBrisbane, FakeKyoto
tomo). ITokazaHo, mo BiH 3a0e3nedye MBHAKY 30DKHICTH NPH HEBEIMKHX PO3Mipax IOIMYJSLii, NepeBepuIyodn
KJIaCHUYHI T'CHETHYHI ajTOPUTMH 32 IIBHJKICTIO Ta TOYHICTIO NPH HEBEIHKIH KUIBKOCTI iTepamid. AHaii3 BIUIMBY
napaMeTpiB cUMYJIILii (IIyMOBI MoOJeNi peaJlbHUX KBAaHTOBHX KOMII'IOTEPIB) MIATBEPIMIM CTIHKICTH METONy 1O
amapaTHUX 0OMeKeHb Cy4YaCHHX KBaHTOBHX MPUCTPOiB IBM Ta KBaHTOBHMX IMOMMIIOK.

Kniouogi cro6a: KBaHTOBHH T€HETHYHHUH ajdrOpUTM, TiOpHaHWIA anroput™, (QyHKIiOHaIbHA omTHMizaris, Qiskit,
AerSimulator, kBaHTOBa TOMOTpadisi, CyIepHO3nILis, 3aIIyTaHICTh.

Tabmn. 4. In. 3. bibmiorp.: 11 Ha3B.

UDC 004.05+004.89

Research on the dependence of software quality for intrusion detection on feature selection methods in
machine learning models / 1.Ya. Savka, M.S. Dutchak, O.T. Koval /| Information Technologies and Engineering
Electronics : Scientific journal, 2025, Ne3, P. 25-32.

The rapid increase in the complexity of cyberattacks and the growing volume of network traffic impose higher
requirements on intrusion detection systems (IDS) in terms of detection accuracy, performance, and scalability.
Machine learning methods play a key role in the development of modern IDS, and their effectiveness largely depends
on the quality of feature selection. However, most existing studies focus on improving individual classification metrics,
while the comprehensive evaluation of IDS software quality index, including resource costs associated with feature
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selection such as training time, inference speed, and scalability, remains insufficiently addressed.

This paper analyzes the role of machine learning and feature selection methods in intrusion detection tasks and
considers the requirements of the ISO/IEC 25010 standard for software quality. Based on this, a system of quality
indicators for intrusion detection systems is developed, and an integrated quality index is proposed that combines both
functional and non-functional characteristics of the model.

A software tool was developed to automate the full cycle of experiments comparing different feature selection
methods and machine learning models based on open network traffic datasets, with subsequent calculation of the
integral quality indicator and visualization of the results.

The results demonstrate that the choice of feature selection method and the reduction of the feature space have a
significant impact on the performance and scalability of intrusion detection systems, emphasizing the importance of
considering this factor in a comprehensive evaluation of the modern IDS quality index.

Key words: intrusion detection systems, feature selection, machine learning, ISO/IEC, quality indicator,
performance, scalability, reliability, functional suitability, software metrics, integrated quality index.

3 tab. 6 fig. Ref.: 10 items.

Y JIK 004.05+004.89

Jocaigxenns 3ajexnocti sikocti I3 111 BUSIBIeHHSI BTOPTHeHb Bil MeToAiB BHOOPY O03HAK Yy MoOJesX
mamuaHoro HaBuyauus [ [A. Casxa, M.C. JJymuax, O.T. Kosanv [/ Iudopmariiiini TexHojorii Ta imXeHEpHa
enexTpoHika : Haykosuit sxxypHan, 2025, Ne3, C. 25-32.

CrpiMKe yCKIaTHEHHS KibepaTak Ta 3pOCTaHHS 00CATIB MepekeBOro TpadiKy 3yMOBIIOIOTH ITiABHIICHHS BUMOT
JI0 CHICTEM BUSBJICHHS BTOprHEHb (IDS) 1mo10 TOYHOCTI BUSIBICHHS, IPOAYKTHBHOCTI Ta 34aTHOCTI 10 MacIITa0yBaHHS.
CyTTeBHH BHECOK y PO3BHTOK TaKMX CHCTEM 3a0e3NedyloTh METOJM MAIIMHHOTO HaBYaHHS, €(EKTHBHICTH SKHX
3HaYHOI0 MIpOI0 BH3HAYAETHCS SAKICTIO BimOopy iHpOpMaTHBHHX O3HaK. BomHowac mepeBakHa OLTBIIICTh HASBHUX
JIOCIHI/KEHb 30Cepe/KeHa Ha MOKPAIIeHHI OKpeMHUX KiacH(iKaliifHUX MMOKa3HUKIB, MPUAULIIOYN HEJOCTATHIO yBary
KOMIUIEKCHI# OIHII SIKOCTI MPOrpaMHOT0 3a0e3ICueHHs CHCTEMH, IO BPaxXOBYIOTh PECYPCHI BHTPATH, IMOB’s3aHi 13
3aCTOCYBaHHSM BiOOPY O3HaK, 4ac HaBUYAHHS MOJEINEH, IBUAKICTh TPOTHO3YyBaHHs Ta iX MacmTaboBaHICTh IPH PoOOTI
3 BEJIMKMUMU 00CsATaMH JaHUX.

Y po06oTi npoaHaizoBaHO poJib METO/IIB MAIMHHOTO HAaBYaHHS 1 BiJOOPY O3HAK y 3aJa4ax BHUSBJICHHs BTOPTHEHb,
a Takox BuMoru cranaapty ISO/IEC 25010 oo sikocTi mporpaMuoro 3abe3neueHns. Ha miii ocHOBI Oyia po3po0OiieHa
cUCTeMa TOKa3HHKIB SIKOCTI IUI1 CHCTEM BHSIBJICHHS BTOPTHEHb Ta 3aIPONOHOBAHO iHTErpajbHUHM MOKA3HHUK SKOCTI,
SIKAIA TIOeAHY € (DYHKIIOHATBHI Ta He(QYHKITIOHABHI XapaKTEPUCTHKH MOJIEITI.

Po3pobneno mporpamHunii 3acid, Mo aBTOMATH3Y€ MOBHUH IIMKJI €KCIIEPUMEHTIB i3 MOPIBHAHHS PI3HUX METOJIB
BimOOpy O3HAK 1 MoJeneidl MAaIIMHHOTO HAaBYaHHS HA OCHOBI BIIKPUTHX HA0OpIiB MaHWX MepexeBoro Tpadiky, i3
MOTANTBIIIAM OOYHCIICHHSIM 1HTETPAFHOTO TTOKA3HUKA SIKOCTI Ta Bi3yalli3alli€l0 pe3yIIbTaTiB.

PesynbraTit meMoHCTpYIOTh, 10 BHOIp Merony FS Ta 3MeHIIEHHS NPOCTOPY O3HAK CYTTEBO BIUIMBAIOTH Ha
NPOJIYKTUBHICTH 1 MaciuTaboBaicth IDS, miakpecnoroun HeoOXiHICTh BpaxyBaHHs [IbOTO (aKTOPY NPH KOMILIEKCHIH
OIIiHIII SIKOCTI Cy9aCHUX CHCTEM BHSBICHHS BTOPTHEHb.

Kmiouosi cnosa: cuctemMu BUSIBIICHHsI BTOPTHEHb, Bif0ip 03Hak, mMamuHHe HaBuaHHs, ISO/IEC, moka3HUK SIKOCTI,
NPOJIYKTUBHICTh, MacIITa00OBaHICTh, HAAIWHICTh, (YHKIIOHAIbHA TPUIATHICT, METPUKH MPOTPAMHOTO 3a0e3IeueHHs,
IHTEeTpaJIbHUNA OKAa3HUK SKOCTI.

Ta6u. 3. In. 6. Bibmiorp.: 10 Hazs.

COMPUTER SCIENCE
KOMIT'IOTEPHI HAYKH

UDC 004.9:006.354

Generative Adversarial Networks for Image Restoration and Inpainting / M.V. Semankiv, O.V. Tsikhun //
Information Technologies and Engineering Electronics : Scientific journal, 2025, Ne3, P. 33-37.

The aim of this work is to investigate methods of Generative Adversarial Networks (GANSs) for image inpainting
tasks and to develop a software implementation of a system for restoring graphic content using enhanced generation
algorithms. The research is based on experimental modeling of a neural network and the development of a specialized
loss function. The study proposes an improved image generation method with a unique loss function, which reduces
generator loss compared to the basic GAN architecture and enhances the quality of graphic content restoration.
A prototype of the image inpainting system was developed, demonstrating effective object removal and restoration of
image textures and color features. The system provides high processing speed and stability of results, which has been
confirmed experimentally. The developed system has practical significance for all areas where visual data processing is
critical, including computer vision and information technology. The implementation of the proposed approach improves
the quality of object removal in images and expands the capabilities of generative models in tasks of restoration and
editing of graphic content.

Key words: generative adversarial network, image inpainting, graphic content, python.

1 fig. Ref: 15 items.
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YJIK 004.9:006.354

I'eHepaTHBHI KOHKYpPeHTHI Mepexki A8 BilHOBJIeHHS TIpadiyHOro KOHTeHTy Ta 3adapOoByBaHHS
300paxkens /| M.B. Cemanvkie, O.B. Lfixyn I/ Tndopmariiiini TexHojorii Ta imXeHepHa enekTponika : HaykoBwuii
xypnai, 2025, Ne3, C. 33-37.

Mertoto poOOTH € TOCTIKEHHSI METO/IIB TeHEPaTUBHUX KOHKYypeHTHHX Mepex (GAN) mis 3anay 3adapOoByBaHHS
300pakeHs (image inpainting) Ta po3poOka ImporpaMHOi peaiizallii CHCTEeMH [UIS BiTHOBICHHS TpadiqHOro KOHTEHTY 3
BHKOPUCTAHHAM YAOCKOHAJICHHX AJITOPHUTMIB reHeparlii. B po0oTi 3amponoHOBaHO BIOCKOHAJICHHUH METO] TeHepamii
300pakeHb i3 YHIKAIFHOIO (QYHKIIIEIO BTPAT, IO J03BOJISE 3MEHITUTH BTPATH T'eHEpaTopa MopiBHAHO 3 6a30Bor0 GAN-
apXITEeKTypoI0 Ta MiJBHUILY€E SKICTh BiTHOBICHHSA TpadidHOrO KOHTEHTY. P0O3po0]eHO MPOTOTHII CHCTEMH image
inpainting, KW IEMOHCTPYe eQEKTHBHICTh BHIAICHHS OO’€KTIB Ta BIIHOBICHHA TEKCTYPHUX 1 KOJIBOPOBHX
ocobmBocTel 300pakeHp. Cuctema 3abe3redye BHCOKY IIBHAKICTH OOpPOOKH Ta CTaOibHICTH pe3yNbTATiB, IO
MATBEPXKEHO eKCIepUMEeHTaNbHO. Po3pobneHa cucteMa Mae INpakTHYHE 3HAYeHHs Juisl BCiX cdep, ne oOpoOka
Bi3yaJlbHUX [aHUX € KPUTHYHOIO, BKIIIOYAIOYM KOMIT'IOTEpHUH 3ip Ta iH(popMauiiiHi TexHonorii. BrnpoBamkeHHs
3aIPONIOHOBAHOTO MIX0/AYy CIPHSE MIABUILEHHIO SKOCTI BHAAJICHHS 00’ €KTIB 300pakeHb Ta PO3LIMPIOE MOMKIUBOCTI
TeHepaTUBHUX MOJIeJIel Y 3a/1auax pecTaBpallil Ta pegaryBaHHs Tpad)ivHOr0 KOHTEHTY.

Kniouosi crosa: reHepaTHBHA KOHKYpEHTHA MHOXKKHA, image inpainting, rpadidauii koHTeHT, python.

In. 1. Bibmiorp.: 15 Ha3s.

UDC 004.42:004.738.5:004.946

A Gamified Web Assistant for Support of Learning Process / A. Lehinovych, V. Nevmerzhytskyi,
M.-I. Semianyk, R. Soroka, A. Izmailov // Information Technologies and Engineering Electronics : Scientific journal,
2025, Ne3, P. 38-47.

This paper describes the architecture, implementation, and evaluation of a gamified web assistant designed to
support learning in Chemistry, English, HTML/CSS, and Mathematics courses. The system is implemented as a
modular web-based application following a component-oriented architecture, where each course is encapsulated as an
independent functional module integrating instructional content delivery and game-driven interaction mechanisms. The
platform is developed using modern web technologies to ensure scalability, responsiveness, and cross-platform
compatibility.

The educational subsystem provides structured theoretical materials, interactive exercises, and automated
assessment tools, while the gamification subsystem incorporates multiple game mechanics, including puzzle-solving
scenarios, platformer-style progression, collectible card mechanics, and strategic decision-making models. These
mechanics are embedded into the learning workflow through a rule-based progression system, reward algorithms,
scoring models, and adaptive feedback loops. Particular attention is given to user interface design, state management,
and synchronization between learning tasks and gameplay elements to maintain consistency of the learning process and
system stability.

Experimental evaluation includes usability analysis and comparative experimental assessment involving student
participants. Quantitative and qualitative data were collected to measure engagement, motivation, and learning
outcomes. The experimental results indicate that the integration of structured educational content with interactive game
mechanics improves user engagement and perceived learning satisfaction while preserving academic performance at a
statistically acceptable level. The study demonstrates that a technically structured gamified web system can effectively
combine software engineering principles with instructional design requirements.

Key words: game development, game mechanics, gamification, interactive learning systems, learning process,
web application development.

3 tabl. 9 fig. Ref: 16 items.

V]IK 004.42:004.738.5:004.946

IeiimipikoBaHuii BeO-aCMCTEHT I MIATPUMKH npouecy HaBuauusi / A. Jlezinosuu, B. Heemeporcuyvruil,
M.-I. Cem'ssnux, P. Copoxa, A. Ismaiinos Il Tapopmariiiini TexHOIOTII Ta iHXeHepHa eleKkTpoHika : Haykosuii xypHa,
2025, Ne3, C. 38-47.

Y craTTi ommMcaHO apXiTEKTypY, peati3aliio Ta OI[iHIOBaHHS reiiMi(ikoBaHOTO BeO-aCHCTEHTa, MPU3HAYEHOTO IS
MATPAMKE HaBYaHHA 3 KypciB Ximii, anrmificekoi moBu, HTML/CSS Ta maremaTtmku. CucTema peayizoBaHa SIK
MOJYJIbHHIA BE0-3aCTOCYHOK, MOOY0BaHNI 32 KOMIIOHEHTHO-OPI€EHTOBAHOIO apXiTEKTYyPOIO, Y MeXKaX SIKOT KOXKEeH Kypc
IHKaINCyJbOBaHO SIK He3aJleKHUH (YHKIIOHAIBHMH MOJYNb, IO IHTErpye IOJAHHS HAaBYAJILHOTO KOHTEHTY Ta
MexaHi3Mu irpoBoi B3aemoii. [Tnargopmy po3po0OiieHO 3 BUKOPHCTaHHIM CYyYacHUX BeO-TEXHOJIOTIH JuIsl 3a0e3neyeHHs
MaciTaboBaHOCTI, aIalITUBHOCTI Ta KPOCILIATOPMHOT CyMiCHOCTI.

OcBiTHS mifcucTeMa HAJA€ CTPYKTypOBaHI TEOPETHYHI MaTepiaid, IHTepakTHBHI BIpaBH Ta 3aco0H
aBTOMATH30BAaHOTO OIIIHIOBAaHHS, TOAI fK MijicucTeMa reiMidikanii peanizye pi3HOMaHITHI iIrpoBi MEXaHIKH, 30KpemMa
crieHapii po3B’si3yBaHHs T'OJIOBOJIOMOK, IPOTPECYBaHHS y CTHIII I1aTGopMepa, MEXaHiKH KOJIEKIiHHOT KapTKOBOI TpH Ta
MOJIEJi CTPATETiYHOTO YXBAJICHHS PillleHb. 3a3HAa4eHI MEXaHIKU IHTETPYIOTHCS y HaBYAIBLHUHN IMPOIEC 32 JOMOMOTOI0
CHCTEMH TIPOTPECY Ha OCHOBI MpaBWJ, AJITOPUTMIB BUHATOPOIH, MOJAENEH HapaxyBaHHS OamiB i aJaNTHBHHUX IIUKIIIB
3BOPOTHOTO 3B’s3Ky. OcoONMuBY yBary MpHUAUIEHO IMPOEKTYBaHHIO iHTepdeiicy KOopHCcTyBada, KepyBaHHIO CTaHAMH
CHCTEMH Ta CHHXPOHI3aIliil Mi HaBYAJILHUMH 3aBJIaHHSIMHU W IrPOBHMH €JIEMEHTaMH 3 METOIO 3a0e31eueHH s MiJIiICHOCTI
HaBYAILHOTO TPOIIECY Ta CTa0IBHOCTI pOOOTH CHCTEMHU.
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ExcriepumeHTanbHE OLIHIOBAHHS BKIIIOYAJIO aHalli3 3pYYHOCTI BUKOPUCTAHHS Ta IMOPIBHJIbHE €KCIIEPUMEHTAIbHE
JIOCHI/DKEHHST 332 Y4YacTio 3700yBayiB OCBiTH. [l BHMipIOBaHHS piBHS 3aJly4eHOCTi, MOTHBALil Ta HaBYaJIbHUX
pe3ynbratiB Oyio 3i0paHo KiibKicHI Ta sKicHi JaHi. OTpUMaHi pe3yJbTaTH CBi4aTh, IO IHTErpalis CTPYKTypOBaHOTO
HABYAJILHOTO KOHTEHTY 3 IHTEPAaKTHBHUMM IIPDOBUMM MEXaHIKaMM TiJBHUIIYE 3aJy4eHICTh KOPUCTYBadyiB 1
3aJI0BOJICHICTh HaBUAHHSM, 30epirarouu axkaJeMidHi pe3yJbTaTH Ha CTATUCTUYHO NMPHUHHATHOMY piBHi. JloCiimKeHHsS
IEMOHCTPYE, IO TEXHIYHO CTPYKTypoBaHa reiiMiikoBaHa BeO-cucTeMa 37aTHA €(PEKTHBHO IOEIHYBATH MPUHITHIIN
HporpaMHoi iHKeHepil 3 BAMOTaMH AUNAaKTUYHOTO IIPOEKTYBaHHS.

Kniouosi cnosa: reiimidikamis, irpoBi MexaHik{, iHTEpaKTUBHI HaBYaJIbHI CHCTEMH, MPOIICC HABUYAHHSA, pO3poOKa
Be0-3aCTOCYHKIB, po3po0Ka irpoBOTO MPOTPAMHOTO 3a0e3MeUSHHS.

Tabm. 3. Im. 9. bibmiorp.: 16 Ha3B.

COMPUTER ENGINEERING
KOMIT'IOTEPHA TH)KEHEPIA

UDC 004.6:004.9:004.031.43

Modern methods of electronic monitoring of cardiovascular activity / M.F. Pavlyuk, V.V. Martynyuk //
Information Technologies and Engineering Electronics : Scientific journal, 2025, Ne3, P. 48-54.

The study demonstrates that implementing a system for monitoring cardiovascular diseases using portable devices
and microcontrollers enables effective personalized tracking of patients’ physiological data in real time. The proposed
architecture includes digital signal processing of ECG and other biosignals, data analysis with anomaly detection
through machine learning algorithms, and secure transmission of data (TLS 1.3, encryption) to servers and cloud
databases with controlled access for healthcare providers. The system is built on 10T technologies, API integration, and
web services, ensuring remote monitoring, scalability, cybersecurity, and convenient access to results for medical
personnel, thereby improving the efficiency and timeliness of clinical decision-making.

Key words: cardiovascular diseases, portable monitoring, physiological data, personalized monitoring, databases,
data protection, ECG, remote monitoring, loT.

5 fig. Ref: 10 items.

VJIK 004.6:004.9:004.031.43

CyvacHi MeTOAM €eJeKTPOHHOIO CHOCTEPEKEHHsI 3a CeplUeBO-CYIMHHOW akTuBHicTIO /| M.®@. [asniok,
B.B. Mapmuniox Il Tudbopmariiiai TexHoorii Ta iHXeHepHa enekTpoHika : Haykosuii sxyprai, 2025, Ne2, C. 48-54.

Y poboTi mokazaHo, MO BIPOBAKECHHS CUCTEMH JJIS MOHITOPHHTY CEpIEBO-CYIMHHUX 3aXBOPIOBaHb Ha 0asi
MOPTAaTUBHUX TIPHCTPOIB Ta MIKPOKOHTPOJNEpiB 3abe3medye e(peKTHBHE IEePCOHANI30BaHE CIIOCTEPEKECHHS 3a
(i310JIOTIYHIMHU TaHUMH TAIIEHTIB y peaJhbHOMY dYaci. 3allpoIOHOBaHA apXiTeKTypa BKIIOYAE HUPPOBY OOpPOOKY
curHamiB EKT Ta iHmmx GiocHTHANIB, aHAJI3 NAaHUX 13 BUABJICHHSAM aHOMANIH 32 OMOMOTOI0 aJTOPUTMIB MAITUHHOTO
HaBYaHHS, a TAKOX Iepenady MaHuxX depe3 3axuimeHi kanamu (TLS 1.3, mmdpyBaHHS) Ha cepBepH Ta XMapHi 0a3m
JAHWX 13 KOHTPOJIHOBAaHUM JIOCTYIIOM Jiikaps. Peamizamis cuctemu 0a3yerbes Ha TexHouorisx [oT, API-inTerparmii Ta
BeO-cepBicax, 110 3abe3neuye JUCTAHLIHHUNA MOHITOPHMHI, MaciiTaboBaHICTh, KibepOe3neky Ta 3pydyHHH JOCTYM IO
Pe3yJIbTaTIB IJIsi MEIMYHOTO IEPCOHAIY, TiIBUIYI0UN €()EKTHBHICTh Ta ONEPATHUBHICT NPUIHATTS PillleHb Y MEAUYHIN
MPaKTHII.

Kniouosi  cnosa:  cepueBo-CyAMHHI  3aXBOPIOBAHHs, IOPTATHBHUN  MOHITOpHWHI,  (i3ionoriuni  JaHi,
MEPCOHATI30BaHE CIIOCTEPEIKEHHS, 0a3u HaHuX, 3axucT nauux, EKI, nuctaniiiinuii Mmonitopusr, [oT.

In. 5. Bi6miorp.: 10 Has3s.
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